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«IIpodpunaakTuka KNOEPNEPCTYNHOCTH U NMPECTYIUIEHUH, COBEPIIEHHBIX €
HCIO0JIb30BAaHNEM HH(OPMANHOHHO-KOMMYHUKANNOHHBIX TEXHOJIOTHID)

Mamepuan noocomosnen
Ynpaenenuem no npomusooeiicmeuro kubepnpecmynHocmu
Kkpumunanvrou munuyuu YBJ/] ['poonencrozo obaucnonkoma

[loBcemecTHOE BHEAPEHHE U KCIOJIB30BAHUE  KOMIIBIOTEPHBIX
UH()OPMALIMOHHBIX TEXHOJIOTUH, O€3yCIOBHO, CO3[1a€T BO3MOXKHOCTU JIJISt
oosiee A(PGEKTUBHOTO Pa3BUTUS DKOHOMUKH, TIOJIUTHUKH, OOIIECTBA U
rocyJapctsa B 1esioM. OTHAKO COBEPIIEHCTBOBAHUE U MPUMEHEHHUE BBICOKHX
TEXHOJIOTMI TPUBOAUT HE TOJBKO K YKPEIUICHHI0 WH(POPMAIIMOHHOTO
oOII[ecTBa, HO M TOSIBJICHUIO HOBBIX YIPO3, OJHOM M3 KOTOPBIX SIBISETCS
KOMIIBIOTEPHAS TPECTYITHOCTb.

PaccMoTpyM  OCHOBHBIE  yIpO3bl,  KOTOPHIM  TOJABEPraroTCs
MOJIb30BAaTEIM B COBPEMEHHOM KHMOEPIIPOCTPAHCTRE.

BumuHr — OJIMH W3 METOJOB MOIICHHUYECTBA C HCIOJb30BAHUEM
COLMAIbHON HMHX’eHepuu. OH 3aKIII0YaeTCsi B TOM, YTO 3JIOYMBIIIJICHHUKH,
UCIIOJNIBb3Ys TeNe(OHHYIO CBSI3b U BbIJIaBasi ce0sl 32 COTPYIHUKOB OAaHKOB (MU
MIPaBOOXPAHUTENCH, YTO OCOOEHHO YacTO MPOUCXOJUT B MOCJEAHEES BpPEMSI),
NOJ, Pa3IUYHBIMU MPEHAJIOraMU BBIACHSIOT Yy MOTEPHEBIIUX CBEICHUS O
HAJIMYUK OAHKOBCKUX IaTexXHBIX KapTouek (mamee — BIIK), cpokax mx
neiictBusi, CVV (CVC)-kogax, mMacrmopTHBIX JaHHBIX, CMC-KOJaX C IEJbIO
XUIIEHUS JICHEXKHBIX CpeAcTB. B psjge ciiydaeB 3710yMbBIIIJICHHUKAM
U3BeCTHBI HeKOTOpbIie pekBU3UTHl BIIK, a Takke aHKeTHBIE JaHHBIE JIUII, HA
UMsI KOTOPBIX OHU YMUTHPOBAHBI.

B 0oJIbIIMHCTBE Ciy4daeB MPU COBEPIICHWHU 3BOHKOB MMOTEPIEBIINM
MPECTYIMHUKN UCTIONB3YIOT IP-Tenedonunto, KoTopast mo3BoJsieT MAaCKUPOBATH
TernedOHHBIE HOMEpa MOl HoMepa OeTopyCCKUX OmepaTtopoB cBsizu. Kpome
3TOr0, 3a4acTyl0 3JIOYMBIIUICHHUKH HCIIOJNB3YIOT MecceHmkepbl Viber u
WhatsApp, B KOTOpBIX CYIIECTBYET BO3MOXHOCTb  HCIIOJIb30BAHUS
BUPTYaJIbHBIX HOMEPOB. Takke MPEeCTYNHUKA MACKUPYIOTCS MOJI JJOTOTUIIOM
y3HaBaeMbIX OEIOpYyCCKUX OaHKOB, BBOJS B 3a0JyKJICHUE TMOTCHIIMATbHBIX
KEPTB.

310YMBIIUIEHHUKN 3BOHST JEPTBE M OT HWMEHM OaHKOBCKOTO
COTPpYAHMKA COOOIAOT, YTO HEOOXOJUMO OCYIIECTBUTH KaKue-Irudo
nevictBust ¢ BIIK, Tak kak KTO-TO JHOO IBITAETCS IIOXUTUTH C HEE JEHEKHBIC
cpenctBa, MO0 odopMiIsieT KpeauT, JMOO MPOU3BOIUT IMOJO3PUTENHHYIO
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oruiaty. 3aBlIaJieB PEKBU3UTAMHM KapThl, MPECTYIMHUKU OCYIIECTBIISIOT
XHUIIEHUE JIEHES)KHBIX CPECTB ¢ 0AHKOBCKOTO CUeTa MOTEPIICBIIIETO.

B mocnennee Bpems HamOosiee akTyalbHas cxemMa — IOOYKJICHHE
KEPTBBI OTKPBITh KPEIUT. 3IIOYMBIIIUICHHUKH COOOIIAIOT KEPTBE O TOM, YTO
SAKOOBI KTO-TO MOCTOPOHHMU MBITAETCA OTKPBITh KPEJIUT HA €€ UMSI, U JUIsl €r0
JICaKTUBAIIUM HEOOXOJMMO CaMOCTOSITEIbHO OOpaTUThCS B OAHK U OTKPHITH
KpPEJIUT, NEepPEeCiiaB BIIOCIEICTBUU PEKBU3UTHI CUETA.

@OVIIUHT — BUJ] UHTEPHET-MOIIIEHHUYECTBA, 1IEJIbI0 KOTOPOTO SIBJISETCS
MOJIy4YeHHE JOCTyna K KOH(QUJICHIIMAIbLHBIM JaHHBIM TMOJib30BaTeNed —
JOoTMHAM U mapojisM. OUIIUHT HCMOJB3YETCS I TOJIYyYeHHsS IO0CTyIla K
YYETHBIM 3allMCSM II0JIh30BAaTEICH CaMbIX pPa3IMYHBIX PECYpPCOB, HO
3a4acTYI0 OH MPUMEHSCTCS JJI XUIEHUs TaHHBIX MOJh30BaTEICH TOPTOBBIX
OHJIAWH-TUIOIIAI0K.

JIst 3TOro 370YMBINUICHHUKH MOAMEHSIIOT CTPAHUILY HCIOJIb3yeMOTO
YKEPTBOU MHTEPHET-CEPBHUCA HA MOIIEHHUYECKYIO, KOTOpasi BHEIITHE SIBJISIETCS
JBOMHUKOM OpuruHajiga. DUIUHTOBas CTPaHUIIA MOXXET UMETh CXOJICTBO C
pasHeiMu cepBrucamu: Kufar, beiamoura, ciy»x060it nocraBku, 6ankamu, EPUIT
U T. 1. B COOTBETCTBUHU C 3TUM MOXKET UCIOJIb30BaThCS Pa3HbIA MPEJIOT s
nepexoja Ha CTPaHUIlY MPECTYIMHUKOM (3a0paTh 3a4MCIICHHBIE UM JEHBIH,
MOATBEPJUTh TMOJYYEHUE TOCBUIKM Ha TOYTE WU B CIyX,OE€ I0CTaBKH,
MOATBEPJUTh MIPUEM CPEJICTB HA OJHOM U3 OAHKOBCKMX CEPBHUCOB U T.I.).
HeBHuMaTeNbHBIN UHTEPHET-TI0IB30BATEh MOXKET U HE 3aMETUTh MOJIMEHBI,
TaK KaK TMOJOOHBIE CTpPaHUIl BHU3YAJIIBHO CXOXH C 0OhOpMIIECHUEM
OpPUTHMHAIBHBIX caiToB. Korma monp30oBaTenh 3aXOJUT Ha  TaKylo
NOAACIbHYIO CTPAHHWIy W BBOJAWUT JIOTHH W TIApOJIb, OHHU CTAHOBSTCS
JTOCTYITHBI MOIIICHHUKAM.

CToUT OTMETUTH, YTO TIPUMEHSIEMas 3JOYMBIIUICHHUKAMH CXeMa
XUIIEHUHA XapakTepHa He ToJIbKO 1 bemapycu. CTonp e CHUCTEMHO 3TH
NPECTYIUICHUSI COBEPINAIOTCS B OTHOLICHUM TOJIb30BaTENEd  CXOXKHUX
pECypcoB, OpPUEHTUPOBAHHBIX Ha uHbIe rocyaapcTtBa CHI: Poccunu (avito.ru),
VYxkpaunsl (olx.ua), Kazaxcrana (olx.kz) u np.

CBaTuHr — 3aBEJOMO JIOXKHBIM BBI30B IOJHUIUM, ABAPUHHO-
CracaTelbHBIX CIyKO, myTeM (albIIMBBIX JIOXKHBIX COOOMIEHHH 00
OTMACHOCTH (HampuMmep, 0 MUHUPOBAHUH, YOUNUCTBAX, 3aXBaTe 3aJ10KHUKOB).

CBaTHUHT B NIEPBYIO OYEPEb PACIPOCTPAHEH B Cpejie, Ie JI0Au, Jalle
BCEr0 MOJIOJIbIe, OOBEAMHSAIOTCS 110 KaKUM-TO 1eisiM. Hanpumep, B oHITaiH-
urpax. ¥ HUX €CTh TEPMUH «BbI3BaTh MIJIMIIMIO HAa JIOM» — KOTJa JUIsl TOTO,
qTOOBI, K MpUMEPY, AOCAAUTH OOUJUHUKY, €My Ha JIOM BBI3BIBAIOT
MIpaBOOXpaHUTENEH, TMOO COOOIIAI0T O MUHUPOBAHUM KAKOTO-TH00 O0BEKTA.

B mocnenHue roapl CBaTHHI M3 3a0aBbl JIOOUTENEH OHIAWH-UTP U
XaKepOB MPEBpaTUIICS B MAcCOBOE SIBIICHHE W OOJBIIYI0 MPOOIEMy s
MIPAaBOOXPAHUTEIBHBIX  OPraHOB  pa3dWyHBIX cTpadH. (OOmiecTBeHHas
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OMAaCHOCTh TaKUX AESHUM COCTOUT B TOM, YTO 3aBEIOMO HEIOCTOBEpPHBIC
CBEJICHUSI JE30pPTaHU3yIOT HOPMAIbHYIO padOTy OOBEKTOB TpPAHCIOPTA,
MPEANPUITHAN, TOCYAAPCTBCHHBIX OPraHOB W YUYPEKACHHH, OpraHu3alndi
HE3aBUCUMO OT (OpMbI COOCTBEHHOCTU. B CBOIO odYepenb, 3TO MPUUUHSET
CYILIECTBEHHBI SKOHOMHYECKUI BpeJ] KaK CyOBbEeKTaM XO3sIIICTBOBAHHUSI, TAK U
rpaxxganaM. [lpu 3ToM mH(pOpMaLUs O BO3MOXHOM B3pbIBE, MOIKOIe MO0
UHBIX JIEUCTBUSX, NPEANOJaralouMx TSKKUE TMOCIEACTBUS, CHOCOOHA
NOCESTh MAaHUKY CPEAM HACENEHUsS U BHECTH HEyJ0OCTBa B IOBCEIHEBHYIO
KU3Hb.

CrouT OTMETUTH, YTO OTBETCTBEHHOCTh 33 JTO MPECTYILICHUE
HactynaeT ¢ 14 ner. Hakazanue — mrpad, apect, orpaHuueHre cBOOOIbI Ha
CpPOK JIO0 TATHU JIET WIM JIMIIEHHWe CBOOOABI Ha CpPOK 10 cemu JieT. Ecim
peOeHKy, COOOIMBIIIEMY O JIO)KHOM MUHUPOBAHHUM, HE UCIIOJHUIIOCH 14 jeT,
HACTyHaeT aJMUHUCTPATUBHAs OTBETCTBEHHOCTb pOJUTENEH, a peOeHka
CTaBST HAa yYET B MHCIIEKLIHIO IO JEIaM HECOBEPIICHHOJIETHUX.

DoS — 370 araka Ha BBIYMCIHUTENIBHYIO CUCTEMY C LIEJIbIO JIOBECTU €€
710 OTKa3a, TO €CTh CO3JaHHe TaKUX YCJIOBHI, MPU KOTOPHIX 100POCOBECTHHIE
IIOJIb30BATENN CUCTEMBI HE MOTYT MOJIYYUTh JOCTYH K IPEIOCTABISAEMBIM
CUCTEMHBIM pecypcaMm (cepBepam), JuOO OSTOT JOCTYN 3aTpyaHeH. B
Hacrosmee BpeMa DoS m DDoS-araku momyJsiipHbBl TE€M, YTO MO3BOJISIOT
JIOBECTH J0 OTKa3a MPAKTUYECKH JIFOOYIO0 CUCTEMY.

OOBIYHO aTaka OpPraHU3YyeTCsl MPU MOMOIIM TPOSHCKUX MPOTPaMM.
[IpenBaputenbHO  TPOSIHBI  3apakarOT  HEAOCTATOYHO  3AIMILECHHBIC
KOMITHIOTEPHI OOBIYHBIX IOJB30BATENIE W MOTYT JOBOJIBHO JIOJTO€ BPEMs
HUKaK ce0si He MPOSBIATH HA 3apaXKEHHOM KOMIIBIOTEpE, OXKHUAas KOMaHIbI
OT CBOEro xo3simHa. KoMmbroTep MOXKET NMOABEPTHYTHCS TAaKOM aTake MpHU
MOCEIICHUN PA3JIMYHBIX 3aPAXKCHHBIX CAWTOB, IIPU MOJYYECHUU DIICKTPOHHOU
MOYTHl WIH MPU YCTAHOBKE HENUIEH3MOHHOTO MPOrPaMMHOT0O O00ECIeYeHUsI.
Korzaa 310yMbIlIIJIEHHUK COOMpAETCsl Ha4aTh aTaky, OH JaeT KOMaHAy, U BCe
paHee 3apa)KEHHbIE KOMIBIOTEPHl HAUMHAIOT OJHOBPEMEHHO CJaTh 3aIPOCHI
HA CaUT-XKXEPTBY.

Hambonee wmaccoBas DoS-ataka B bemapycm Oblma mpounsBeseHa
ADKCTPEMUCTCKMMU KaHaslamu B 2021 romy. 310yMBIIIJIEHHUKH, HAMEPEHHO
yTauBas uHGopMaIuoo o0 yroloBHOM OTBETCTBEHHOCTH 3a ydactue B DOS-
aTake, TPUBICKIM K YydyacTuto B Hed Oomee 10 ThicSY rpaxmad
(MpeuMyIEeCTBEHHO W3 4uciaa MoJjioAexu). [lpakThuecku Bce Y4YaCTHHKHU
ATOr0 MPOTUBOMPABHOTO JACHCTBUA OBUIM YCTAaHOBJIEHBI, a Haubosee
AKTUBHBIC U3 HUX OBLIY MPUBJICUCHBI K YTOJIOBHON OTBETCTBEHHOCTH.

I'pyMuHT — 3TO BXOXK/I€HHE B3pOCIIOr0 YeJIOBEKa B JIOBEpUE K PEOCHKY
C LEIbI0  CEKCYAJIbHOTO  CaMOYJOBJIETBOPEHHS.  3JIOYMBIIUICHHUK
JUCTAaHLIMOHHO HAIIYyIbIBAE€T CBS3b C PEOCHKOM 4Yepe3 COIMAbHBIE CETH,
MECCEH/IKEPBI, OHIAWH-UTPbI, FJIEKTPOHHYIO MOYTY. 3aTEM MOKET BBIHYAUTH
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pebenka mnpuciarh Qortorpadu HHTHUMHOIO XapakTepa, BOBJICYL B
U3TOTOBJICHUE TMOPHOrpaUUYECKUX MaTepuasioB, CKIOHUTh K WHTUMHOMN
BCTpEYE B PEAIbHOCTH.

OT rpyMHHra OTIMYAIOT CEKCTMHI — JTO TMEpPechUIKa JUYHBIX
dbororpaduii, CcOOOIIEHUH  HMHTUMHOIO  COJIEp’KAHHUS  TOCPEIACTBOM
COBPEMEHHBIX CPEACTB CBS3U: COTOBBIX TEIE(OHOB, IIEKTPOHHOW IMOYTHI,
COLIMAJIBHBIX UHTEPHET-CETEM.

[Topoit nmox BIUSTHUEM CUTYyaLUU WJIA SMOLUMN, MOXKET MOKA3aThCs, YTO
nepeciarh Takue (Gporo — xopomias uaes. Yaiie Bcero mapHd M JEBYIIKU
JeNaloT 3T0 (GIuUpTys, MOANABIIMNCh HACTOMYMBBIM yTOBOpaM, IMbITAsACH
pa3Biieub CBOMX JIpy3eH, YTOOBI MOJIYYUTh UX NPpU3HAHKE (Yallle IePeChLIaloT
qy>krue (OTO, YTOOBI MOXBACTATHCS ), WIIH K€ MPOCTO OTOMCTUTBH. JTa UJes,
OpsMO  CKaXeM, He OYeHb XOpollas:  3J0YMBIIUIEHHHK  MOET
BOCITOJIb30BaThCs TAKOM IOBEPUMBOCTHIO BO BPE/I.

KubepOyutuHT — TpaBiisl MOJIB30BATENA YEPE3 BCE KaHaIbl CETEBOIO
OOLIEeHUsA: CoLMalIbHbIE CEeTH, (OPYMbI, 4YaThl, MecceHxepbl. [IpoBoaUTH
TPaBII0 MOTYT KaK OJHOKJIACCHUKH, HWHTEpPHET-IpYy3bs U T.O., TaKk U
COBEPILIEHHO ITOCTOPOHHUE JTFOU.

Ota QopMa MCUXOJIOTHYECKOTO TEeppopa MOXKET MPUHUMATH pa3HbIC
o0JIMuus: OCKOpOJIEHUSI dYepe3 JIMYHbIE COOOIIeHUs, MNyOauKanus u
pacrpocTpaHeHre KOH(PUIACHIIUAIBHOM, MPOBOKAIIMOHHOW HHOOpMAIMU O
xepTBe; (usmyeckas arpeccuss U Tak pganee. [Ipuumnbl kuOepOysuMHra:
YyBCTBO MPEBOCXOCTBA, 3aBUCTh, YYBCTBO IPEBOCXOJICTBA HAJl COIEPHUKOM,
YyBCTBO COOCTBEHHON HEMOJHOIIEHHOCTH, CAaMOpeaIn3alusl.

Ocobo cremyeT OTMETHTH CIOCOO BO3JACHCTBUS 3ampeleHHBIM
KOHTEHTOM. PeOEHKy MOTyT MOKa3biBaTh MOpHOrpaduyYecKue MaTepHalbl,
HAHOCS yIIepO MCUXHMKE, TaK KaK M300paKeHHOE CO BPEMEHEM IepEecTaHeT
BOCIIPUHUMATBHCSI pE€OEHKOM KaK aMOpaJlbHOE MOBE/ICHHUE.

Yrpo3a HOBOTO BpeMEHU — TaK Ha3blBa€Mble Ipynibl cMepT. Y x0T
OOBIYHO CO3JaTENSIMU TAaKUX TPYII SBJISIOTCS CaMH MOAPOCTKH (Leib —
«Xalmmy», *Kaxaa OCTPBIX OUIYIIEHUM, jKeJlaHue JOMUHUPOBATh U YNPABISThH
IpYyruMHU), B TOJOOHBIX TPYIIax CO3JAaeTCS  OJArompUsITCTBYIOIIAS
atMocdepa s KyJIbTUBUPOBAHUS CYHITNIATBHBIX HAMEPEHUH.

MOHEHHHUYECTBO B COLCETSX
B nacrosiiiee Bpemsi 0co00 akTyaabHON CTAaHOBUTCS MPoOJieMa 3alIUThI
AKKayHTOB B COIMAJIBHBIX CETAX W MPOTHUBOJCHUCTBUS pazIUuHbIM (popMam u
BHUJIaM MoIlleHHU4YecTBa. Hanbosnee TunmmyHbIe CriocoObl 0OOMaHa B COLICETSIX
CETOJIHS TAKOBBI:
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Ilpeoonnama
370YMBIIIJIEHHUKN DPa3MEIIaloT OOBSIBICHUS O MPOJaXe KaKux-JInbo
TOBapOB MO OPOCOBBIM LIEHAM, HO ISl €0 MOJy4YeHHsI (IKOObI MOCPEICTBOM
MOYTOBOM TEPECHUIKM WJIM CIYXObl JOCTAaBKH) TPeOyeTcs IepedyucieHue
IpeaoIIaThl WIM 3aJaTKa Ha yKa3aHHbIE «IIPOJABLIOM» OaHKOBCKYIO KapTy,
AJIEKTPOHHBINA KomenaeK. OObIYHO MOce MEePEUHCICHHs 0KHIaeMblii TOBAp
TaK 1 HE MMOCTYNAET, a «IPOJIaBeI MePECTAET BBIXOUTh HA CBSI3b.

Lllanmaosic u 6vimozamenscmeo

B HexkoTOopbIX cllydasxX 3JIOYMBIIUIEHHUKHM MOTYT  YIpOXaTb
pasriameHueM Ppa3IMYHbIX KOMIIPOMETHPYIOIIMX CBEICHUA C LEJbIO
BBIMOT'aTEJIbCTBA.

CouunanbpHble CeTM — 3TO KIaJe3b MNEPCOHAIbHON HH(pOpPMAUU O
yenoBeke. [loyduB HECAHKUMOHUPOBAHHBIM JOCTYNl K CTpaHHIAM B
COLIMAIbHBIX CETSAX, MEPENHUCKE HIEKTPOHHBIX TOYTOBBIX SIIHUKOB U
OoO0JaYHBIM AKKAYHTaM W 3aBJIaJIeB U300paKEHUAMU, HE NpeAHaA3HAYECHHBIMU
Ui MyOJMYHOTO MPOCMOTPA, MPECTYNMHUKH BCTYNMAIOT B MEPEHHUCKY C
NOTEpPHEBIINMU, TpeOys pa3Hble JCHEKHBIE CyMMbl M YrpoxXkas B Ciydae
OTKa3a pacIpOCTPAaHUTh UX B HHTEPHETE.

Ounaitn-uzpuol
Nunyctpus mpou3BOJICTBA UTp JUISl TEPCOHAIBHBIX KOMIIBIOTEPOB U
MOOMJIBHBIX Ta)KETOB JIaBHO CTaj0 BBICOKOJIOXOJHBIM OuzHecom. He
YAUBUTEIBHO, YTO TIOBBIIICHHBIM BHUMAHHEM OHA TIOJB3YETCSI U Yy
MOIIEHHHUKOB. [[€HHOCTh TYT MPEACTABISIOT U AKKAyHTHI MOJIb30BATEINICH, K
KOTOPBIM HEpenKo npuBs3aHbl pekBu3nThl bBIIK mis mokynku HUrpoBbix
NPEUMYIIECTB, W KOJUICKIMOHHBIE TMPEIMEThl, KOTOPHIE HUIPOKH TaKKE

HEPEJKO MPUOOPETAIOT 3a PeabHbIC JCHbBIU.

Poocmeennuk cosepwiun /[ TI1

B  nocnenHee  BpeMs  ydyacTWIMCh — Ciy4au  Tele(OHHOIo
MollleHHuYecTBa. Hampumep: MoOXUIOMY 4YETOBEKY 3BOHHUT MO Tene(oHy
HE3HAKOMELl M, NPEACTABISISICH CBIHOM, J10YEPbIO, BHYKOM, 3asBiseT: <«
nontaist B JITII! Mue cpouno HyxkHa noMoIb!». Eciu BO3HMKAET BOIIPOC, YTO
C TOJOCOM, Ha JIPYroM KOHIIE NMPOBOAA OTBEYAIOT, YTO «IOCTPATABLIMI»
noBpeAws ry0y, BbIOMI 3yObl, HA3bIBAIOT APYrHe MPUYUHBI, 3aroBapuBas
KEPTBY, HE OCTaBJISIIOT IIAHCOB Ha pasyMHble aeiictBus. Ilocne uero
«POJICTBEHHUK» TIEpeNaeT TPYOKY SIKOOBI COTPYIHUKY MPABOOXPAHUTEIBHBIX
OpraHoB, KOTOPBIA BEAET JalbHEHIIMI pa3roBOp M BBIMAHMBAET JIE€HBIH,
JaBas MOHATh, YTO CUTyalusi KpuTUuHas. [1oxuiaol 4emoBEeK Ha 3MOLMIX
cornamaercss Ha Bce ycioBus. [locne Oecenpl mo TenepoHy K HEMY
npue3)kaeT Kyppep UM 3a0upaerT JAeHbIM. HMHOrnja  MOILIEHHUKH
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IPEACTABISIIOTCS COTPYIHHKAMHA MHJIMIAHA JTUOO clieoBaTeIsIMu. [ oBOpT,
910 OJIM3KHWHA POJCTBEHHHK, CHIH WJIM JI0Yb, COBEPIIMIN aBapHUIO W COMIN
yejioBeka. M 4ToOBl M30€kaTh OTBETCTBEHHOCTH, HEOOXOJHMMO 3aIlIaTUTh
neHeru. Ecnm coOeceHWK cormamaercs, OH Ha3bIBaeT aJpec, M BCKOpPE K
HEMY TIPUXOUT YEJIOBEK U 3a0MpaeT ICHBTH.

COBETHI ITO BE3OITACHOCTH

- HUKOTJIa, HUKOMY U HM TNPU KAKUX OOCTOSATEIbCTBAX HE COOOIIaiiTe
PEKBU3UTHI CBOMX OAHKOBCKHUX CYETOB M OAHKOBCKUX KapT, B TOM YHCIIE
JUIaM, MPEICTABUBIIUMCS COTPYIHUKAMHU OaHKa WA MPaBOOXPAHUTEIbHBIX
OpTraHoB;

- HE Clie[lyeT coo0Imarh B Tele(POHHBIX Pa3roBopax M Mpu OOIICHUU B
COIICETSIX TIOJIHBIM HOMEp KapTouku, cpok ee naeictBus, kogq CVC/CVV
(Haxomsuecss Ha OOpaTHOW CTOPOHE KapThl), JJOTMH U MapOJb K UHTEPHET-
OaHKHWHTY, TIACIIOPTHBIC JIaHHBIEC, KOJ0BOE CJIOBO (IudpoBoi koa) n3 SMS-
COOOIIIEHH;

- B CIy4ae MOCTYIUICHHS 3BOHKA «OT COTPYIHHKA O0aHKa» HEOOXOIUMO
YTOUHUTH €ro (paMujInio, HoMep TenedoHa, mocie 4ero 3aBepiiuTh pa3roBop
Y CaMHUM IO3BOHUTH B OAHK WJIM B KPYTJIOCYTOUHYIO CIYKO0y cepBuca, HOMEp
KOTOpOW HamucaH Ha OOOPOTHOM CTOpOHE IUIaTexHOU kapThl. Cooluure o
cinyuuBliemca. Ckopee BCEro, HUKAKMX HECAHKIMOHHPOBAHHBIX OIEpaluii
He OBIJ10, M HUKTO M3 0aHKa HE 3BOHMII;

- B Cllydac TIOCTyIUIEHUsI 3BOHKa «or mnonaBmero B JTII
POJCTBEHHUKA» JIUOO «COTPYJHUKA MWJIMIIMU» HEOOXOAUMO YTOUYHHUTH €ro
dbamminio, Homep TenedoHa, MOCJIE YEero 3aBepIIMTh PAa3roBOp U CaAMUM
MO3BOHUTH JAaHHOMY, JIMOO MHOMY POICTBEHHUKY MO0 HHOMY APYrOMY
JUIly Yy KOTOPOMY MOXHO mepenpoBepuTh uHbopmanuwo. Jlanee,
HE3aMeJIJTUTEILHO COOOIUTh O JaHHOMY (hakTe€ B MUJIMIMIO U HU B KOEM
clly4yae He Mepe1aBaTb HUKOMY JE€HEKHbBIX CPEACTB;

- B TOM CJIy4ae, €CJIM ¢ UCIOoJIb30BaHUEM Baiiiero cuera u npapjia KTo-
TO OyJeT MBITaThCS COBEPIIUTH HECAHKIIMOHHPOBAHHBIC OMEpaluu U OaHK
TO 3aMETUT, TO €ro COTPYJAHUKH CIEpBa HWHULIMATUBHO 3a0JOKUPYIOT
0aHKOBCKYIO IUIATEXXHYIO KapTy, 3aTeM cooOmar Bam mpudyuHy OpUHSTOTO
pelieHus (HUYEero He YTOYHSIsI) U MPUTIIACAT MOCETUTh OaHK C MacoOpTOM JjIst
MOJTYUYCHHUS] HAJIWYHBIX JICHEKHBIX CPEJICTB M HANUCAaHMS 3asBJICHUS Ha
MEPEBBINTYCK KapPTHI;

- HU B KOEM CJIydyae HE€ MPEJOCTaBIAUTE TOCTYNl K MOOUILHOMY
YCTPOMCTBY mOCTOpOoHHMM Jimnam! Hwukorma He ycraHaBiuBalTe IO
npoch0aM HE3HAKOMBIX JIMI[ MPOTPaMMbl yAAJICEHHOTO JOCTYIa, TaKue,
Hanpumep, Kkak «AnyDesk», «TeamViewer» u gap. He cooOmaiite
HE3HAKOMBIM JIMIIaM ceaHCcoBble KOoJbl! Uepes3 3T MpUII0KEeHUs] MOIIEHHUKHU
MOTYT MOJYYUTh JIOCTYIl K MOOWJIBHOMY MPUIIOKEHUIO UHTEPHET OaHKUHTa
Ha BameMm ycTpoiicTBe U COBEpPIINTDH XUILEHUE JEHEKHBIX CPEACTB. YUTHUTE:
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COTpYAHUKH OaHKOB HHUKOTJA HE HCHOJB3YIOT JIsl CBA3U C KIMEHTaMU
Meccenxepsl («Vibery, «Telegramy», « WhatsApp»);

- B HACTOSIIEE BpEeMs MPOCTO HEOOXOAUMO HAJMYUE BTOPOH
OAHKOBCKOM MJIATEKHOM KApThI, HE MPUBS3AHHOW K OCHOBHOMY OaHKOBCKOMY
c4yeTy (Hampumep, 3apIylaTHOMY). OTOW KapTOMl pacCUMTHIBAUTECh B CETHU
WHuTepHeT, 3apaHee MOMOJHSAA €€ Ha HEOOX0IUMYI0 cyMMy. B TakoMm ciyuae
Bbl cMoxkeTe 00e3011acuTh CBOM OCHOBHOM OAHKOBCKHII cueT. MHorue 0anku
IPEUIaraloT CBOUM KJIMEHTaM YCIYTY BBIINYCKA «BUPTYAJIbHOM KapThbD».
[Ipomecc ee OTKpHITHA HE TpeOyeT TMOCEIIeHUus KINEHTOM OaHKa u
IpEACTABISIET cO00M TOCTaTOYHO OBICTPHIN mponecc. B utore Bol cTanere
oOnaznareneM H3JIEKTPOHHOTO aHajlora OaHKOBCKOM KapThl, MOCPEICTBOM
KOTOPOW CMOETE PacCUMTHIBATHCS 3a yCIayru B ceTu MHTepHer 0e3 pucka
CKOMIIPOMETUPOBAThL OCHOBHOM OaHKOBCkHil cuer. IIpocto mepexn omnaroi
MOTIOJIHUTE €€ HEeOOXOAUMON CYMMOW C OCHOBHOM KapThl - M HHUKAKHX
npobiiem!;

- KaXAbl Biajeser] 0aHKOBCKHUX IUIATEKHBIX KAPT MOXET HACTPOUTh
COOCTBEHHBIM anroput™M OE30MACHOCTH MpPU HUX HCMONb30BaHUMU. Jlnid
o0OecreueHrs COXPaHHOCTH JICHEXKHBIX CPEACTB, pPa3MELIEHHbIX Ha
OAHKOBCKUX CU€Tax, KaXIbIi JeprKaTellb KapTOYKU IMOCPEJCTBOM CHUCTEM
JUCTAHIMOHHOTO  OAaHKOBCKOTO  OOCIYXXMBAaHHSI  MOXET  yCTaHOBHUTH
WHIUBUlyallbHbIE OrpaHUYeHUs (JIUMUTHI/3anpeThl). Cpeau OCHOBHBIX -
clenyromue: TmoAkiIoueHne  TexHojmormu  3D-Secure  (oOsi3aTrenbHOE
MOATBEPKIACHUE OIEpalMii, COBEPIIAEMBIX JIEPKATEIAMU KAPTOYEK C
NPUMEHEHHEM MX PEKBU3HUTOB B ceTu VIHTepHeT); ycTaHOBIEHHUE OaHKOM-
OMHUTEHTOM  OIPAHMYEHHME HA TPOBEACHUE  PACXOAHBIX  OIEpaLMU
(MakcUMallbHasi CyMMa M KOJIMYECTBO ONEpaluil B ONPEAEICHHBIM MepHo/I
BPEMEHHN); BO3MOXKHOCTh CaAMOCTOSITEIbHO YCTAHABIMBATh OrPAHUYEHHUS (Ha
IIPOBEACHUE oOIlepauuil B ceTd HTEepHET, Ha COBEPIICHUE Ollepalud B
KOHKPETHOMW CTpaHe, Ha COBEPILEHUE OTACIbHBIX BUJIOB ONEpALIHil);

- Uil JIOCTyla K CHUCTeMaM JUCTAHIMOHHOTO OaHKOBCKOI'O
OOCITy’KUBaHUS U JTUYHBIM aKKayHTaM HEO0OXOJMMO HCHOJb30BaTh CIOMXKHBIE
Napojid, MCKJIKYAIoIMe BO3MOXHOCTh HMX moadopa. PexomeHnnayercs
COCTaBJISITh KOMOWHAIIMK TIapoJjie He MeHee 4eM u3 12 3HakoB (Iudpsl,
OyKBbI M CUMBOJIbI B pa3HOM peructpe). Co3naBaiiTe yHUKaIbHbIE Mapou
JUISl KaXKJIOro CepBHCa B OTHEIBHOCTH. CTOUT BO3IEPKATHCS OT IApOJIEH,
COCTABJICHHBIX M3 JAT POXKJIEHHUS, UMEH, (PaMUIIMK - TO €CThb TE€X, KOTOpbIE
JErKO  BBIUUCIUTH M3  OOIIEJOCTYNMHBIX HCTOYHMKOB  HH(OpManuu
(HanpuMmep, TexX K€ COLUMaIbHBIX cerel). Takxke ciemyer peryiasipHO MEHSTh
napoyiv, 4yeM yame - Tem Jiyume. [lonb3yiiTech TOJIBKO NPOBEPEHHBIM
MEHEIKepaM napoJiei!;

- IpU MOCTYIUICHUM B COLMAJIBHBIX CETAX COOOLICHWH OT JuL,
COCTOAIIMX B KATETOPUH «APY3bsi», C MPOChOAMU O MPEeJOCTABICHUU
PEKBU3UTOB OaHKOBCKUX IUIATEKHBIX KAPTOYEK - HE CIEAYeT cpazy xKe
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oTBeuaTh Ha MoA0OHBIe coobmenus! Hepeako Takue mpochObl pacChlIalOTCS
OT UMEHHU Jpy3ed MPECTyMHUKAMH, B3JIOMABIIUMH aKKayHT B COIMAIBLHOMN
CETH M TOJYYUBIIUMH JOCTYI K KOH(MHISHIHAIBLHON mepenucke. [loaTromy
CHavaJla HEOOXOJMMO CBSI3aThCS C 3THM YEJIOBEKOM (1O Tene]oHy, JTUIHO
BCTPETUTHCA) U YTOUHUTD, JCHCTBUTEIHLHO JIM OH HY)K/1a€TCS B TIOMOIITH;

- B IEIIX 3alllUTBl YCTPOHCTB HEOOXOAUMO HCIIOJIb30BaTh
JUICH3MOHHOE  IIpOrpaMMHOE  OO€CIICUeHHE, PETYIIpHO  OOHOBJIATH
porpaMMHOE OOecriedeHrne M OIMEpPAllMOHHYI0 CHCTEM. Y CTaHOBHUTH
AHTUBHUPYCHYIO TPOTpaMMy CJEAyeT He TOJbKO Ha TIEPCOHAIBHBIN
KOMIThIOTEP, HO U Ha CMapTQOH, TUTAHIIIET U PETYIISIPHO OOHOBIISITH €€.



