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B Pecnybnnke benapycb otmevaetcs
POCT NPECTYyNAeHNIN, COBEPLUAEMbIX C
MCNONb30BaHNEM  UHPOPMALUNOHHO-
KOMMYHUKAUMOHHbIX TEXHONOrMW B

_4 KM;gp.ancw OTHOLWIEHNN PaDbOTHMKOB Pa3/IMYHOrO

T poaa y4ypexaeHUn U npeanpuaTUn.

eptBamun npectynHukos B 2024 r. ctanm 4 npeactasutena YO «[plfMY»,
KOTOPbIe NNLWNANCL 3HAYUTENbHbBIX AEHEKHbIX CYMM.

11-12 HoAbpa 2024 r. nocpeacTBom mecceHarxKepa Telegram B agpec bonee
30 npeacTtaBUTENEN HAWIero YHUBEPCUTETA MOCTYNWAW  HanpaBAEHHble
MOLUEHHUKamu coobuieHuna. lMpun atom mcnonb3oBanacb cxema «Fake boss»
(onucaHue 8 nocnedyrouwjux cnalioax).
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IIpeasiaraercs 03HAKOMHTLCH € COleP:KAHMEM Pa3MellleHHLIX B TeMaTH1eCKol
pyOpuKe MaTepuaJioB H PYKOBOACTBOBATHLCH HMHU B MOBCEHEBHOM :KH3HU
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YHuBepcurtert

O6 yHuBepcuTeTe
KOHTaKThI
BaHKOBCKME PeKBU3UTDI

Mwuccusa, BuoeHue n
Monutrka B obnactu
KayecTBa

McTopus

CMMBOMMKa YHUBEPCUTETA
[oCTMXXeHWsa 1 Harpaasbl
bnarogapcrBeHHble NMcbMa

[NoYyeTHble OOKTOPa

rPOOHEHCKWHA
rOCYOAPCTBEHHbIN
MEOWLMHCKWUA YHUBEPCU-

AButypueHTam

CryoeHTam

My3en

BupTtyanbrs p no
YHUBEPCUTETY

CTpykTypa
PykoBOAOCTBO
CoBeTbl yHMBEpPCUTETA

Ce KTOp MEHEKMEHTa
KayeCTBa

@aKynLTeTh
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BbinyCKHMKaM
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Mpodcoo3sHaa opraHMsauma
COTPYOHWKOB
3paBOOXPaHeHMs

HopmMaTuBHbIe
OO eHTbl M Npouenypbl

Kopekc PecnyOnim®
Benapycbh 06 0bpazoBaHb

MnaH gesTenbHoCTU
yupexxaeHuns Ha 2024/2025
y4yebHbIV rof

[Mporpamma pa3BuTUA
yypexxaeHunsa Ha 2021-2025
roabl

[TocTaHOBNEHWME O BOMpOCax

MHOCTpaHHOMY rpakgaHUHy

opraH3auni
06paEOBaTeﬂ bHOIC Nnpouecca

O paboTe ¢ obpallueHnaMMN

NeyebHan OeATe/IbHOCTb

MexagyHapogHoe
coTpygHuyecTBo &

YronoR-Be ata

EouHbIM peHb
MHPOPMUPOBaHUSA

ObulecTBeHHbIe
obbeguHeHMAa

[MepBUYHaa opraH13auns

Hayq Had 0edaTenbHOCTb

63 Py En Ben

obLecTBEeHHOro

obbeanHeHna «<Benopycckui

CORO3 XHeHLWWH»

PecnybnukaHckoe

obulecTBeHHoe obbeauHeHWe

«benag Pycb»

CoBet BeTepaHOB

Komucecumda no
NPOTUBOOENCTBUIO
KOppynuumn

lNpecc-ueHTp

@aoaoe npocsem@

Bubnuoteka #



Ipeanaraercs 03HAKOMHUTBLCH € COEPKAHNEM Pa3MENIEHHBIX B TEMaTH1eCKOu
pyOpuke MaTepuaJioB U PYKOBOJACTBOBAThCH HMH B OBCE/HEBHOM :KH3HM

FrPOOHEHCKUN o «Jeojo4]in 63 Py En Ben

rOCYOQAPCTBEHHbIN
MEAWUWHCKUNA YHUBEPCMU-

TET Q

YHuBepcutert ABuTtypueHTam CryoeHTam BbINnyCKHMKaM MHoCcTpaHHOMY rpaXaaHuHy Hay4yHaa oeATenbHOCTb [Mpecc-ueHTpP

MpaBoBoe NpoceeleHne ./

—

Be3zonacHOCTb XU3HeaeaTeIlbHOCTH
HaceneHumsa

MHdopmaymoHHas 6e3onacHOCTb U MpodurnakTuka 3KCTPEMUCTCKOIO
npodurnakTuka KnbepnpecTtynneHuUn noseaeHUs MONOOEXN

MpodurnakTnka 6e3Hag30pPHOCTU U
npaBoHapyLUeHWn
HecoBepLlUeHHONETHUX

NMpodrnaktmka MrpoBom
3aBUCUMOCTU

MeTogmyeckne pekoMeHaaLmm ang
MoOpPOCTKOB B KOH(MMKTE C 3aKOHOM

MNMpodurnakTuKa npecrtynieHmnm
NPOTUB NOIOBOU
HENPUKOCHOBEHHOCTU M MOJIOBOM NMpodunakTuka Hacunua
cBoboapbl cpegou
HecoBepLUEeHHONEeTHUX

Ob6ecneyeHue obLuecTBEHHOM
6e3onacHocTU




rPOOHEHCKUN EEEIEJ m

FrOCYNAPCTBEHHbIW
MEOMLUMHCKUNA YHUBEPCUTET

YH1BEpCUTET AbutypueHTam CTyoeHTaMm BbinycKHWMKaM MHocTpaHHOMY rpaXgaHuHy HayuHasa peaTs

MHdopMaumoHHana BezonacHOCTb U NpodUNakTMKa KubepnpectynneHuin

< TMpodurnakTuka KubepnpectynneHuim (NaMaTkn, MHGOPMaLMOHHbIE MUCbMa, KOHCMEKTbl) >

OTBETCTBEHHOCTb 3a perncrpalMio Ha MHTERHET pecypcax, NpU3BaHHbIX SKCTREMMUCTCKUMM, PacNpoCTpaHeHHMe IKCTREMMCTCKMX
MaTepKanoB B rnobanbHOM ceTn MHTERPHET

OTBETCTBEHHOCTb 3a MCMOMIb30BaHMe BeCnMMNOTHbIX NeTaTelbHbiX arriapartoB (KBa,ElpOKOI_ITepOB:]

O NpodUNakTVKe NpecTynIeH1 NpoTUB COBCTBEHHOCTU U MHDOPMaUMOHHO M 6e30NacHOCTU

MHdDOpMaLI,MOHHoe MACBEMO O COCTOAHWMK MPeCTyYINMHOCTK, CBA3aHHOM C HeNnpaBoMepHeiM 3aBnageHemMm pekBU3MTMKM MNacTMKOBbBIX
HaHKOBCKMX Ka PT

MNpodunakTMka Hanbonee pacnpocTpaHeHHbIX BUOOB MPeCTYNIeHM A NPOTUB MHGOPMaLMOHHOM He30MNacHOCTH

MNpodurnaxkThka XMUEHMIA AeHEXHbIX CPEOCTB MpaxaaH ¢ MCNonb3oBaHMeEM MHGOPMaLIMOHHO-KOMMYHMKaLMOHHbIX TEXHOMOI M4

ﬂpeﬂynpeHQEHme MOLUEHHWYECTB, B TY. COBEPLUGEMbIX C MCMNONb30BaAHWEM KOMIMbBIOTERPHOMWM TEXHUKW

BO3MO¥HbIE CXEMB paGOTbI MOLLUEHHWKG

Kak He cTaTb »XepTBOM KMbepnpecTynHMKa




YHUBepcUTeT ABuUtypueHTam CrypeHTam BbiNnyCKHUKaM NHoCTpaHHOMY rpagaHuHy HayuHasa peATes

O NpodunIaKTUKe NPECTYMIEHMM MPOTUB CODCTBEHHOCTU M MHDOPMAaLIMOHHOW 6e30MacHOCTH

MHCIDEDME]LI,MOHHOE‘ MMCbMO O COCTOAHWK TTPECTYTITHOCTH, CBA3aHHOW C HEMPAaBOMEPHbLIM 3aBlageHueM PEKBN3INTMI
M1aCTUKOBbIX HaHKOBCKMX KapT

MNpodurnakTmka Hanbonee PacnpPoOCTRaHEHHbIX BUAOB MPECTYNIeHUN NPOTUB MHDOPMaLIMOHHOW 6e30MacHOCTH

[MpodunakTMka XMLLEHUN OEHEXXHbIX CPeaCTB rpakdaH C MCrosib3oBaHWEM MHOOPMAaLMOHHO-KOMMYHUKALMOHHbIX
TexHoONormm

DDEWEDEMEHME MOLUEHHWNYECTB, B T4. COBEPLLUAEMbIX C UCMO/Ib30BaAHUEM KOMMBIOTEPHOW TEXHUKU

BO3MOXHble CXeMbl DEI@OTbI MOLUEHHWKa

KaK He CTaTb XepPTBOM KMbepnpecTynHUKa

MpodurnakTuka KnbepnpectynneHum

[MamarTka 06 dKTyalIbHbIX crnocobax coBepLleHWd I'IDEC'I'}/I'IJ'IEHI/IPI B MIHTepHeTe
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BonTtay AHgpeli BuktopoBuy
< Ha3aﬂ' 6bin(a) HepgaBHO

3abnokupoBaTtb [JobaButb

CerogHs

| =———————-2 3ApaBCTBYyiiTe, C Bamn

| ceropgHs cesxxeTcs PomaH Bnagnmuposuy
n3 KI'b. Huyero He 6oiTech, OH BCce

| 0BbACHUT. Y Hac NPou3oLLEeN UHLMAEHT. A

' He MUMelo Npasa 3TO BaM rOBOPUTb, noaTomy |

' KO MHE C 3TVM BOMPOCOM He NOAXOAMTE.

- OenainTe BUf, 4TO HUYErO HE NPOM3OLLO, U

| HM C KEM He genutech MHGOpPMaLMEN.

3 Bnaropapto 3a noHMMaHue. [aiiTe MHe
OTBET U yaanuTe cooblueHune.

@

)
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MonieHHUYeCTBO
mo cxeme Fake boss

[anee rpa*kaaHuHy
NOCTYNatoT 3BOHKMU
nocpeacTsom
MeCCeHKepoB OT
«COTPYAHUKOB
NPaBOOXPaHUTENbHbIX
OpraHoB», B
HEKOTOPbIX C/Iy4anAXx C
AEMOHCTpaUmnen
doTorpadpum
noanenbHbIX
CNYKeOHbIX
YAOCTOBEPEHUM.
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TEJAE®OHHOE MOIHEHHHUYECTBO

MOLLUEHHUK MOXET
NPEACTABUTbLCA:

COTPYAHUKOM 6aHKa

COTPYAHUKOM
NPaBoOOXPaHUTEAbHbIX
OpraHoB

POACTBEHHUKOM UAU
APYromMm U3 COUHAAbHbIX
cereun

U HA3BATb
[MPUYUHY 3BOHKA:

Bam op06peH Kpeaut

no Bawemy cuery
obHapyXeHbl
MOLUEHHUYECKUE
onepauuu

NOATBEPXAEHHE
odopmMmaeHUn
AOBEPEHHOCTU Ha
onepauuM no BKAAAY

MOLUEHHUK MOXET NOMPOCHUTD:

Ha3Bartb HOMeEP, CPOK
- ~ = *
ACUCTEBUA U TPEX3HAYHDbINU Rk X %

KOA Ha obopoTe KapTbl, _
KOAbI U3 CMC-COOBLUEHNN

=]

YCTAaHOBUTb nporpamMmmy UAU —

MOOGMABHOE NPUAOKEHUE
AASl OTMEHbI ONepaumm no
CUETY AU 3aLUMUTBI CBOETO e

cyeTta OT MOLUEHHUKOB

BOMTU B Ball UHTEpPHeT-
GaHKUHI U NPOBEPUTL HE
M3MeHUACA AM BanaHc cyeta

Ha3BaTb AU Haneyaratb
uMdpbl U3 CMC-COOOLLEHURA

nomMoub pa3obaauunTb
HepaobpocoBecTHOro
coTpyaHuKa 6aHka

opopmMuUTL KpeauT B 6aHke

nepesecTu AeHbrM Ha
«3alLMLLEeHHbBIU» CYHET

[Mpedcmasumenu 6aHKo8 U
npasooxpaHumesbHouiX op2aHoe Pecnybauku
Benapycb He Nonb3yOMCcA UHMepHem-
mecceHOx3cepamu 014 pabomeol ¢ 2paxcoaHamu.
NmeHHO TenedOoHHbIE MOLLEHHWKW B
nogaBnAtoLLEeM OONbLINMHCTBE C/Iy4aEB AJ15 CBA3MU
C MOTEHLMANbHOW }KEePTBOW MCMONb3YIOT
pa3nn4yHblie mecceHaxepbl (Viber, Telegram,
WhatsApp).

He ecmynalime 8 KOHMaKkm u He eedume
pa32080pbl CO AHENPAsooOXpaHumenamu,

He 8binosHAlime ux uHcmpykyuu!
NMpekpamume pa3zoeop, 3a88us, Ymo bydeme
obwiameobca nuwb 8 ohuyuanbHom ogpuce
rMpasooXpaHUmMesnbHoO20 OP2aHd MpuU 8bi308e
myoda coomeemcmaeayrouw,eli noeecmkod.




Momennuuectrno nmo cxeme Fake boss

B xone beceabl NnceBAOCOTPYAHMKM yOEXKaatoT B HEOOXOAMMOCTMN COBEPLLEHUS
onpeaeneHHbIX AeNCTBUIA, B TOM YNCE MO NEPEYNC/IEHNIO AEHEXKHbIX CPeaCcTB
noA, pasNNYHbIMU MOLLUEHHUYECKMMM NPeaNoramu:

- yYyacTue B cneumasibHOM onepaLum No NOMMKE «MPECTYNHMKOBY», KOTOPbIE
AKOObI NbITAOTCA MOXUTUTb AEHLIU C UCMONb30BAHMEM CYETOB rpa*KkJaHMHa UK
OT €0 UMEHMU;

- HaAn4Yme nHdopmaLmmn o SKobbl COBEPLUEHUNMN FPaXKAaHNUHOM NPECTYMHbIX
dOUHAHCOBbIX ONepaLuni, N8 CHATUA NOA03PEHUSA, B KOTOPbIX HEOOX0AMMO
COBepLINTb Tpebyembie AeNUCTBUS;

- N1IaHUPyemMoe nposeaeHmne obbiCKa NO MECTY XXUTENbCTBA FrpaXKaaHWHa C UeNbto
BbIABNEHUA N N3BATUA HE3AAEKNAPUPOBAHHbBIX HA/IMYHbIX AEHEXKHbIX CPeacTB.



Momennuuectrno nmo cxeme Fake boss

Ybenuns epTBy B MPAaBOMOYHOCTU CBOUX AENCTBUIN, 3BOHALLMIKA Nnpeanaraert:
- nepeaaTtb NOCPEAHMNKY Ha/IMYHbIE AEHEXHbIe CpeCcTBa UM BHECTU UX HA
VYKa3aHHble ODaHKOBCKUE CYEeTa;

- NEePEeYNCINTb AEeHEeXHble cpeacTBa C BaHKOBCKUX CYETOB, B TOM YUCNE
odopMMB Ha CBOE UMA ANA 3TUX LeNnen KpeauThbl;

- NPeaoCTaBUTb PEKBU3NTbI CBOMX BAHKOBCKUX KapT, ayTEHTUPUKALMOHHDbIE
AaHHble ANna AocTyna K 6BaHKOBCKMM cHeTam, KoAbl U3 NOCTYMUBLLUNX SMS-
COOOLWEHNN N T.A4.

Haubonee yacmo yKa3aHHaa MmoweHHU4YecKds cXxemda Uucrnosb3yemcs
cpedu pabomHuKoe chep 0b6pa3oeaHuUA U 30PpABOOXPAHEHUS.
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B KOHTAKTbI 3ABJIOKUPOBATb

27 aBrycra
Ezmre==Ssa=xBHa, 106pbIN AeHb, Y Bac

€CTb MUHYTKa ?

[Oa, Uropb Meopruesumy, U3BUHUTE TOJIbKO
3ameTuna coobLleHne 18:53 &

28 aBrycTa

Huyero ctpauwuHoro. lNogckaxwuTe, ¢
Bamu cBasbiBancs NaBnoweHko Uropb
AnekcaHapoBuy ? -

MoumennuuecTBo mo cxeme Fake boss

Mpn nocTynneHmnn NnoaobHbIX COOOLEHNN B MEeCCEHAXKEPAX MOTYT
b6bITb pEKOMEHAOBAHbI caeayolmne 4encTBuUS:

- Y6egntecb B NpaBMAbHOCTM Ha3BaHUA aKKayHTa U HOMepa TenedoHa.
- NMpoBepbTe ncToputo coobueHnn n ybegmtecs, 4To Yy Bac eCcTb
KOHTAKT C Konsieron (ecnm Bbl yxKe obuianmcb paHee, TO BBEPXY
inanora He A0/KHO BbITb KHOMOK «B KOHTaKTbI» U «3a6/10KMpPOBaTb»).
- Echm comHeBaeTechb B TOM, YTO Bam NULLET KoJ/1era, NONPoOCUTE ero
HanucaTb NOCPEeACTBOM MHOIO MecceHaKepa Uan No3BOHUTL Ha
ropoackomn tenedoH.

- CBAXKMTECDH C KOJIJIErOM NO rOPOACKOMY AN MOBbUAbHOMY TenepoHy
N YTOYHWUTE, HaNPaBAAIUCb N UM B Ball agpec Kakme-nnbo
coobLeHus.

- He BbInONHANTE HUKaKUX TPeO6OBaHUM GUHAHCOBOIO XapaKTepa,
HUMKOMY He coobllanTe peKBU3NTbl OAHKOBCKMX KapT U T.A.

Byabte 6amnTenbHbl — MOLIEHHUKU Ha Pery1apHoOM OCHOBE
COBEPLLEHCTBYIOT CXembl 0bmaHa ntogen.



YHuBepcureT AbButypueHTam CryoeHTam

BbinyCcKHUKaM MHOCTpaHHOMY rpaaaHuHy

MHTepHeT-MOLLEeHHUNYECTBO

OCTOPOJXHO!

MOIIEHHUKH B MHTEPHETE

b=
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HE cnepyit uHCTPyKumam HE cosepait Hukakux
HE3HaKOMUEB, NO3BOHUBLIMM AencTBUI Ha cmapToHe No
C HEM3BECTHOrO HOMEpa Npocbe NOCTOPOHHKMX NUL

i

HE coobuwait Hen3secTHbiM HE nepesoau aeHbru
NALAM CBOW NEPCOHANbHbIE HE3HAKOMbIM JIIOAAM B
faHHbe KavecTee npeaonnarsi

@ Coxpanu 3Ty MHpoOpMaL¥IO ¥ MOAENNUCH C APYTHUMMU

OCTOPOJXHO!

MOIUEHHUKH B UHTEPHETE

htp‘p\'@. Q

He roponucs nepexoaunTs

110 CCbINKE, NOMY4EHHOM
OT HE3HAKOMUA:

BO3MOXHO, OHa BEAET Ha m M u-l M H r
DUWKMHIOBbIM CaRT

HE nonsayiics orkpbiteiMu
sait-ait-cetamu B Kade
WM Ha ynuue

- [+

-m =

He cnewn nepexoauts no DUWHHIOBaR CCBINKA MOXET
CChiNKe: BBEAW appec NPUIATK 8 MeCceHpKepe, No
BPYUHYIO INEKTPOHHOM NoNTe, B

cMc-coobLuerun

Y Coxpanu 3Ty MHOOPMALMIO M OAENMCEH C APYTUMMU




3ALLIUTA BAHKOBCKOHU KAPTOUKHA

OcHoBHble npaBuna uHGopMaLMoHHOM 6e30MacHOCTU MO 3aluTe

6aHKOBCKOM KapTO4KM:

He PeKoMeHayeTCA

XPaHUTb B TanHe NuH-Kog KapTbl
@ XPaHUTb NMMH-KO4 BMecCTe

NMPUKPbIBaTh J1afJOHbIO =
c KapTOHHOM/Ha KapTo4Ke
KnaBuartypy npwu esoge

[RErESas ' \ coobats CVV-Kog unu
opopMnATL i ! OTNpaBnATbL ero GpoTo
oTOENbHYIo o SN g | S

KapTy AnA o e S— pacnpocTpaHATb INYHbIE
OHNalH-MOKYMOK Ty r [aHHble (HanpuMep
OeHbr 3a41UcnATb \' A I'IaCI'IopTHbIe), JIOTUH

TONbKO B pa3mepe W naposb JoCTyna K cucteMe
npegnonaraeMon NoKynKu "HTepHeT-6aHKNHI™

@ coobLaTh AaHHble,
nosyyYeHHble B BUAE

cKpblTb CVV-Kof Ha KapTe (Tpex3HauHbli HoMep Ha SMS-coobueHnin, ceaHcoBble
obpaTHOM CTOPOHE), NpeaBapUTeSIbHO COXPaHMB ero naponu***, Kog aBTopu3auuu,

ucnonb3oBatb ycnyry 3-D Secure* u nUMUTLI Ha
MaKCMMarbHble CYMMbI OHaNH-oMnepauui

naponu 3-D Secure

0, I § ©%

noaKnw4unTb yenyry “SMS-onoselyeHne”
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MomenunuecTBo 1o cxeme Fake boss (@ et W

3abnokuposaTb [Job6aBuTb @

[na peannsauunm Takom cxembl NPECTYNHUKKU U3YUaloT YaTbl
TPYAOBbIX KONZIEKTUBOB B MecCeHaKepax, cobupator
nHpopmauuio 06 opraHnsauum n pyKoBoautTensax, co3gaoT
YYeTHble 3anucu ot ux umeHu. C nomoLbio pernKoBoro
aKKayHTa pyKoBOAUTENA OHU BCTYNAOT B NEPENUCKY C
NOAYNHEHHbIMU U, UCNOb3YA AOBEPUE K HAYa/IbHUKY, AAIOT
onpeaeneHHble YKa3aHnA Uamn pasbscHeHUs. B yacTHocTH, o

3opaBCcTBynTe, Ees — _  ——

3

[obpoe yTpo, Uropb MNeoprmuesny! oo,

HEODOXOAMMOCTMN KOHTAKTA C KOHKPETHbIM «MpeacTaBUTeIeM G oren npenyPEIT,
Bac, uto B 6nmxaniuee BpemMsa ¢ Bamun
n pa BOOXpa HUTEe/IbHbIX O p raHOB». [ONIKEH CBS3aTbCA COTPYAHMK KOMUTETA

O S rocygapcTBeHHoM 6e30nacHoCTy,
YI-(a 3a HHbIU I'ICI/IXO!'I O "My ECI-(I/I 7 p n EM B pFILI,e C!'Iy‘-l a e B CH M)‘Ka eT Kapaes AnekcaHgp Buktoposuy.
OkaxuTe coagencTene 1 npegocTaBbTe

YPOBEHb KpMTMLIECKOI\/JI OUeHKU rpaxxgaHMHOM nociaeayrowmnx eMy BCIO HEOBXOAMMYIO MHGOPMaLMIO.

bnarogapto 3a noHMMaHme!

NEeNCTBUN NPecTynHUKoB, obecnevynsas becnpekocnoBHoe HaHHbii Avanor nonpouuy He

aduWwmpoBaTb He cpeau KONNeKTUBa, He

BbIMO/IHEHUNE NOCTYNALOWNX OT HNX yKa3aHMIZ. cpeav 6nmskux! He nonsepme!

KOHEYHO (.50,




