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OCHOBHBIE ACIHHEKTbBI HPO®OUJIAKTUKH
KUBEPIIPECTYIHHOCTMU B PECITIYBJIUKE BEJIAPYCbH

Mamepuan noocomosnen
Axaoemueti ynpasnenus npu Ilpezuoenme Pecnybauxu benapyco
Ha OCHOBe c8eoeHUll
Cneocmeennozo komumema Pecnybauku benapyco, Munucmepcmea enympennux
oen Pecnybnuxu benapycs, ungopmayuonnozo acenmcemea «benTAy»

B mnactosimee Bpemss HHTepHET W KOMIBIOTEPHBIE TEXHOJOTUU
CTPEMHTENIBHO TMPOHUKAIOT BO BCE Cdephbl KU3HEACATEILHOCTH YEJIOBEKa.
C omHOU CTOPOHBI, 3TO OTKPBIBAET MEpe]] OCIOPYCCKUMU TpakIaHAMHU U
OOIIIECTBOM PsiJ IEPCIEKTUB, C IPYTOM — BIICYET MOSIBJICHUE HOBBIX PUCKOB U
yrpo3. Tak, OypHOe pa3BUTHE TEICKOMMYHHKAIIMOHHBIX TEXHOJOTHMA,
CTPEMHUTENIBHBI ~ POCT YHCIIa JJICKTPOHHBIX  yYCTPOWMCTB H  YCHYT,
MPEIOCTABIIIEMBIX HACEJIICHWIO C HCIOJb30BaHUEM HWHOOPMAIIMOHHBIX
TEXHOJIOTHH, MPUBEJIO K YBEINUCHUIO KOJIMUECTBA KHOCPIIPECTYIIICHUH.

benapych, kKak W Japyrue ToCyIapcTBa, HE MOXKET WUTHOPHUPOBATH
OPUHIMIINATFHO  HOBBIE  PUCKH, CBSI3aHHBIE C  MPOMCTEKAroIIeH
nHpopmaruzamueir. Kak ormerni B xoae VI BcebGemopycckoro HapoaHOTO
coopanus [lpesunent Pecnyonuku benapycs A.I.JlykamieHko, «He ymasis
MPEUMYIIIECTB, BO3MOXHOCTEH M TEPCHEKTHB, KOTOPHIE OTKPHLI UYETOBEKY
WH(OPMAIIMOHHBIN MHP, MBI JOJKHBI 00paTUTh BHUMAaHUE HA €ro 0OpaTHYIO
CTOpOHY. VICKyCCTBEHHYI0 peallbHOCTh, KOTOpas Jajia 3CJICHBIA CBET
MaHUITYJISAIUAM, OOMaHy, NPECTYINICHUSIM, TOTBOPCTBYET HHU3MEHHBIM
WHCTHHKTaM YeJIOBEKay.

Bonpocel  mmdpoBoii  TpaHChOpMAIMA  MPECTYMHOCTH  CETOIHS
SBIISIIOTCS OJHWMH W3 HambOojee 3710007HEeBHBIX. M OT TOro, HacKOJbKO
3¢ (PEeKTUBHO yAacTCs MPOTHBOCTOSTH 3TOMY BBI3OBY, 3aBHUCHT HE TOJBKO
3alIAIIEHHOCT, TIpaB W HMHTEPECOB TpaxkJaaH, HO W WHOOpPMAIMOHHAs
Oe3omacHOCTh oOImIecTBa W TocydapcTBa. [Ipm 3TOM yHHBEPCAIBHBIX
MIO/IXO/IOB, TTO3BOJISOIINX s pexTrBHO MIPOTHBOJICHCTBOBATH
BBICOKOTEXHOJIOTUYHBIM  MPECTYIUICHUSIM, HE BBIPAaO0OTAaHO HU OJHUM
roCcyAapCTBOM MHPA.

Cnpaeouno.
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Hecmomps na npunumaemvie mepwvi, HA NPOMAIACEHUU NOCIEOHUX Tem
6 Pecnybnuxe benapyco Habnooaemcs yCmouduswlii pocm KoOJIUYecmed
pecucmpupyemwvix kubepnpecmynienui: 8 2015 200y — 2 440 npecmynnenui,
6 2016 — 2 471, ¢ 2017 — 3 099, ¢ 2018 — 4 741, ¢ 2019 — 10 539,
6 2020 — 25 561.

H3zyuenue medncoyHapoOHo20 onvlma noxazvléaem, Ymo yeeaudeHue
yucna KubepnpecmynieHul C80UCMBEHHO DONbUUHCIMEY 20CYy0apcme Mupd.
K npumepy, 6 Poccuiickou @edepayuu 4ucio makux y20l108HO HAKA3YEMbIX
oesnuti 8 2020 200y svipocno Ha 73,4%, a ux yOenvhuwviii 6ec ¢ cmpykmype
npecmynnocmu cocmasui 25%.

Cpenu ¢axkTopoB, CTUMYJHPYKOIIUX POCT KHOepHpecTymJIeHUH,
MOYKHO BBIJIEIUTH CIEAYIOLINE.

Omnepexawmmne TeMnbl ocBoeHusi cetu HUHTepHer B PecmyOuuke
beaapyces. Tak, B 2020 romy mA0Jiss HaceleHUS HaIeW CTpaHBbI,
nonep3ytomerocss  Mutepnerom, cocraBmia  85,1%; 1o  miIoTHOCTH
IIPOHUKHOBEHHUS IIHUPOKOIOJIOCHOTO Jaoctyna B ceTh MHTepHer bemapychk
BBIIJIA HA CPETHEEBPONEMCKUE TIOKA3ATENH, a 10 CKOPOCTH — Ha MEPENAOBBIC
IIO3UIIUU B MUPE.

YpoBeHb KOMIBIOTEPHOH TIPAMOTHOCTH TIPAXKIAH HEIOCTATOYHO
BBICOK, OTCTAaeT OT CKOPOCTH BHEIPEHHS TeX WM HHBIX KOMIBIOTEPHBIX
CHCTEM B MOBCEIHEBHYIO KM3Hb. Kpome TOro, MHOrMe rpaiaHe HeTOCTaTOYHO
OTBETCTBEHHO OTHOCATCS K 3allIUTE U O€30MaCHOCTH COOCTBEHHOM HH(pOPMALIUK U
JIMYHBIX JAHHBIX.

YckopeHHbIil mepexoa MHOIMX cdep 0O0LIeCTBEHHbIX OTHOUICHHH,
BKJIIOYAsl TOBAPHBIA M [ICHEKHbIN 000POTHI, B HHTEPHET-IPOCTPAHCTBO,
BBI3BAHHBIN paclpocTpaHeHneM KopoHaBupycHou uadpekimu Covid-19.

Pa3BuTHe NUCTAHLIMOHHBIX CHOCOOOB COBEPIICHHUS MPECTYIUICHUH, MpH
KOTOPBIX OTCYTCTBYET MPSAMOW KOHTAaKT MEKIY 3JIOYMBIIUICHHUKAMU U MX
KEPTBaMH, MPUBEJIO K TOMY, YTO KUOEPNPECTYIUICHUS YIUIM U3 (U3NYECKOU
pPEaJbHOCTH B OHJIAWH-TIPOCTPAHCTBO. B 1ENAX IPOTUBOJIEUCTBUS JaHHBIM
npaBoHapyuieHusM, 26 maprta 2021 r. B Pecniyonuke benapych Obu1 yTBepxaeH
KOMIUIEKCHBI  TITaH  MEpONPUATHN,  HANPABJICHHBIX HA  IPUHATHE
3pQPEKTUBHBIX ~ Mep [0  MPOTHUBOACUCTBUIO  KUOEPIPECTYIICHUSM,
NpopUIAKTUKE WX COBEPILUCHMS, TMOBBIIICHUIO IM(PPOBOM TIPaMOTHOCTU
nacenenus Ha 2021-2022 ronas!.

Ymo maxoe kubepnpecmynnocms?
Umo omnocumcsa K KOMRbIOMEPHBIM npecmynieHuam?

B  Hacrosimiee BpeMsi NpU  XapAKTEPUCTUKE  KOMIIBIOTEPHBIX
MPECTYIUICHUM HUCIHOJIb3YeTCA MENbI  psif  TOHSATHM: «MHGOPMAIIMOHHOE
NPECTYIUICHUE»,  «KHOEpPHpPECTYyIUICHHE»,  «IpecTyiuieHue B cdepe
KOMITBIOTEpHON ~ MH(pOpMaIKM», «IPECTyIieHHe B  cepe  BBICOKUX
TEXHOJIOTHI», «BUPTYAIBHOE MPECTYILIICHUE.
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CornacHo neicTByrolIEMY 3aKkoHoAaTenbeTBy Pecnyonuku benapyce, B
COJICp>KaHUE TIOHSATHUSI «KOMITbIOTEPHAsI TPECTYMHOCThY» BKJIIOUYAIOT:

1) npecryrnenus IIPOTHUB UH(POPMAITMOHHOM 0€3011acHOCTH
(MomuduKaMs  KOMIBIOTEPHONH  WH(POpPMAIMK, HECAaHKIMOHUPOBAHHBIH
JOCTYH K KOMIIBIOTEpHOM HWHQOpMaIMy, KOMITBIOTEPHBIH  Cca0OTax,
HEMpPaBOMEPHOE 3aBJaJICHHEe KOMIIBIOTEpHOM uHoOpMalmel, pa3padoTka,
UCIIOJIb30BaHUE  JMOO  paclIpOCTPaHEHHE  BPEIOHOCHBIX  IPOrpamM,
HapyIlIeHUE MPABUJ SKCIUTyaTalldd KOMIIBIOTEPHOW CUCTEMbl WJIM CETH M
ap.);

2) XUIIEHUS ITyTEM UCTIOJIb30BAHUS CPEJICTB KOMITBIOTEPHOM TEXHUKHU;

3) U3roTOBIIEHHE U PACTIPOCTPAHEHUE MOPHOTPAPUUECKUX MATEPUATIOB
WIM TPEIMETOB MOpHOTpaduueckoro Xxapakrepa, B TOM UHCIE C
HU300pakeHHUEM HECOBEPIIICHHOIETHETO;

4) uHbIE MPECTYIUIEHUS], TAK WJIM UHAYE CBSI3AHHBIE C HCIOJIb30BAHUEM
KOMIIBIOTEPHOM  TEXHWKH.  JIOBEJACHHWE JO  CcaMOyOWiiCTBa  IyTeM
CUCTEMAaTHUYECKOTO YHUKEHUS JUYHOTO JOCTOMHCTBA yepes
pacrpoCTpaHEHHE KaKUX-JTUOO CBEJEeHUM B ceTu VHTepHeT; pasriaiieHue
BpayeOHOW TailHbl; HE3aKOHHOE coOupaHue JHMOO pacHpoCTpaHEHUE
uHpoOpMaIMu 0 YaCTHOM >KM3HM; KJIEBETa; OCKOPOJICHUE; PacCIpOCTpaHCHUE
JIO’)KHOM MH(OpPMAIMK O TOBApax W yCIyrax; 3aBeIOMO JIO)KHOE COOOIIeHne
00 OIACHOCTH; INMHOHAX; YMBIIUICHHOE JIMOO TI0 HEOCTOPOKHOCTH
pasrialleHHe TOCYJAapCTBEHHOW TalHbI, YMBIIUICHHOE pa3IJiallleHue
CITyKEOHOM TaliHbBI U AP.

Takum o00pa3oM, K KOMIBITEPHBLIM NPECTYIJIEHUAM OTHOCSTCS
MPAaBOHAPYIIEHUSI, MPU COBEPIICHUU KOTOPBIX CPEJICTBA KOMIIBIOTEPHOM
TEXHUKU BBICTYMAIOT KaK OPYAMsS COBEPIICHUS MNPECTYIUICHUS JM0O0 Kak
peAMET MPECTYIMHOTO MOCATAaTEIbCTBRA.

Cnpasouno.
B 2020 200y 6 Pecnybauxe benapycoy 6ce2o 0vbLio 3apecucmpupo8ano

95 mouic. npecmynnenuti, uz Hux 6onee 25 mvlc. — MO KOMHbIOMEPHbIE

npecmynnenust (92% om Komopwix cocmasnanu xuwenus). B mo gce epems

ewe 6 2014 200y ux uucrenmocmsv cocmaeéusiia ececo 2,3 molc., T.e.
HAOI100aemca pocm no00OHbIX npecmynienuil 6o.1ee yuem ¢ 10 pas.

B uem cocmoum yenv kubepnpecmynnukos?

Kak mnpaBmno, KuOepnpecTymHHMKH BBIAIOT ceOsi 3a Jomed u3
JNEUCTBYIOIIMX HA 3aKOHHBIX OCHOBAHMSAX OPraHU3alUd W YUPEKIACHUM,
4yT00bl 00MAHOM BBIHYIAUTH I'PAKIAH PACKPLITH JUYHYI0 HH(pOPMALIUIO
U NPEeIO0CTABUTH NMPECTYNNIHUKAM JIEHbIH, TOBAPHI U/UJIM YCJIYTH.

MuiiieHpl0  KUOEPHpPeCTyMHUKOB ~ CTAHOBATCA  MH(MOPMAIIMOHHBIC
pecypchl, IprUHaAJIeKaIIe OAaHKOBCKOMY CEKTOpY, TOCYAAPCTBEHHBIM OpraHam
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U KOMMEPUYECKUM OpraHu3alusaM, a Takxke KOH(PUACHIMaIbHAs WH(pOopMaIus,
MEPCOHAIBHBIC TAHHBIC, UMYIIIECTBO U ICHEKHBIC CPEACTBA TPAXK/IAH.

Kaxkue euovt kubepnpecmynenuii
8bLOCIAION 8 OMHOUWIEHUU 2PadCcOan?

HawnbGonee pPACIPOCTPAHEHHBIM BHUI0OM MPOSIBIICHUSA
KHOCPIPECTYMTHOCTH SIBISCTCS XHUIIEHHE JeHEeKHBIX CpPeIcTB ¢ KapTt-
cueToB rpaxaad. [lpuyeM B OOJBIIMHCTBE CIIy4yaeB 3TH MPECTYIUICHUS
CTAHOBSITCSL BO3MOXHBI B pe3yJibTaTe OECHEYHbIX JEUCTBUUA CaMHX
MOTEPIEBIINX, MPEIOCTABUBIINX PEKBU3UTHI JIOCTYIa K CBOUM OaHKOBCKUM
CUeTaM.

Cnpasouno.
3a nepsvie mecayvt 2021 200a yoice 3agpukcuposan pocm Koauuecmed

XuweHuti ¢ 6aHKOBCKUX Kapmouek benopycoe bonee yem Ha 270% no cpagreruro
¢ amum dce nepuodom 2020 cooa.

[IpecTyrmHUKM  3aBlaJCBalOT  PEKBU3UTAMH, HEOOXOIUMBIMU IS
OCYILIECTBIICHUS ~ TPECTYMHBIX  TpPaH3aKUUH, TMOCPEICTBOM  CIIEAYIOIINX
Croco00B:

1. «Quwuney. ITOT HEODUUHMAIBHBIA TEPMUH MPOUCXOAUT OT
anrimiickoro «fishing» («pweiOHas noBis»). B kauecTBe CcBOEOOpa3HOI
«YyZOUYKW» TPECTYMHUKH HCIOIB3YIOT CIEIHAIBHO CO3JaHHBI HHTEPHET-
caiiT ¢ (hpopmMoif BBOJIa HA HEM PEKBU3HUTOB JOCTYIa K OAHKOBCKOMY CYETY, a
B KQ4ECTBE «HAXKUBKM» — HEKUM COOOIICHHBIN MOTEPIEBIIEMY TPEAIOT s
Nepexo/ia Ha ATOT CANT U 3aMOTHEHHS TUIATEKHBIX PEKBU3UTOB.

Hanpumep, mnpecTymHUK OTCEXMBaeT Ha uUHTepHeT-caiite kufar.by
CBEXHE OOBSBICHUS O Mpojaxe yero-nuodo. [IpocMoTpeB aboHEHTCKMIT HOMEp
aBTOpa OOBABIICHUS, HAXOJIUT €ro B 0JJHOM M3 MecceHmkepoB (Viber, Telegram,
WhatsApp) u BCTymaeT B MEPENUCKY, IKOOBI JKenas KylUTh BICTABJICHHBIN Ha
NpoAaxXy NpeaAMET. 3aTeM NepechuIaeT B MECCEHKEPE CChUIKY Ha MOIETbHYIO
CTpaHUITy MPEAOIUIATHI, T/Ie MPOJABILY HY>KHO BBECTH PEKBU3HUTHI CBOEH KapThI
JUIE TOTO, YTOOBI TMOJNyYUTh JCHBIM OT Tokymarens. I[lpu mepexome 1o
TUTIEPCCHIIKE HEBHUMATEIILHBIA MHTEPHET-TIONB30BaTENh MOYKET U HE 3aMETHUTh
MIOJIMEHBI, TaK KakK MOJO00HBIE CTPAHUIIBI BU3YAILHO CXO0XH C O(opMIIeHHEM
caiitoB m3BecTHbIX cepBucoB (Kydap, EPUIL, CDEK, benmnoura, caiiTel
pa3NIUYHbIX OAHKOB M Jp.). Apec MOAAETbHON BeO-CTPaHULBI TAKXKE MOMKET
HAITOMHUHATH peaTbHBIH (kufar-dostavka.by, erip-online.com,
belarusbank24.xyz, cdek-zakaz.info u nap.). Ecimu »xeptBa «momamercst Ha
yIOYKY» U 3alOJHUAT (OpPMY, COOTBETCTBYIOLIHME PEKBU3UTHI JIOCTyIa K
OaHKOBCKOMY CUETY OKaXYyTCs y MpecTynmHuka. Yepe3 CUMTaHHBIE MUHYTHI
3JI0YMBILUICHHUK OCYIIECTBIIAET JOCTYIl K OAHKOBCKOMY CUETY U TEPEBOAMT



5

JICHE)KHBIC CpPEJICTBA HA KOHTPOJIMPYEMbIE WM OaHKOBCKHE CYETa WJIHU
AJIEKTPOHHBIE KOIIEIbKH, 3aPErUCTPUPOBAHHBIE HA TTOJACTABHBIX JIULI.
Cnpaeouno.
Haubonee uacmo 011 cogepuienus maxkoeo uoa KubepnpecmynieHuu
6 benapycu 6 2020 200y ucnonvzosanace unmeprnem-niowjaoxa « Kufary.
Tax, 6 2018 200y nocpeocmeom Hee ObLIO  COBEPULEHO

51 npecmynnenue, 6 2019 200y — 126, 6 nepeom noyeoouu 2020 cooa — 102,
60 emopom nony2oouu 2020 2ooa — 3 778.

I'unepcchuiky HA (PUITUHTOBBIE CAUTHI MOTYT MIEPECHUIATHCS HE TOIBKO
B XOJI€ MEPENUCKH B MECCEH/KEepaX, HO M MHpU OOLIEHUH B COLMATbHBIX
CEeTAX, a TAK)KE pa3MeNaThbCs Ha JPYyTHX CalTaxX, SKOOBI YTO-TO MPOIAFOIINX
WJIY MTOKYIAOIIHX.

B mociennee BpeMsi yYaCTWIHCH CJIYy4aH CO3AAHUSA (PUINMHIOBBIX
CaTOB, OPUEHTHPOBAHHBIX IO/ 3aMPOCHI MOJIb30BaTeeil B MOUCKOBbIX
cucremax. ['paxmane nomagarot Ha HUX npsmo u3 Google u SAnaekca nocie
3anpocoB Tuma «bemapycOaHk JnuuHBIA KaOuHET», «bemarponpomMoOaHk
WHTEPHET OAHKUHI» U T.J. YBUJEB 3HAKOMBIN 3arojIOBOK U JIOTOTHUII CaliTa B
BbIJIAY€ pE3yJbTATOB IOKWCKA, HO HE YJIOCTOBEPUBIIMCH B COOTBETCTBUU
aiapeca caWTa JIEUCTBUTEIHLHOMY JOMEHHOMY HWMEHHM OaHKOBCKOTO
YUPEKJICHUS, IOTEPIICBIITNI 3aIMOJHICT OTKPBIBIIYIOCS (hOPMY aBTOPH3AIINH,
JaHHBIC KOTOPOM OTHPABJISIOTCS HE 0aHKY, a IPECTYITHUKY.

Cnpasouno.
3auacmyto npu noomeHne OpPUSUHANBHLIX CAUMOS QUIUUHCOBBIMU 6

UMEHAx OAaHHbIX pecypco8 YKA3aHbl HAUMEHOBAHUS,  CO36YUHbIE C

HA36aHUAMU OAHKOBCKUX YyupexcOeHull u cepsucos: belarusbank-erip.online,

ibank-belapb24.com, epey.by, e-rip.cc, erip.cc u unwte. Ilpouios no maxomy

Ganvu-aopecy u 66e0s1 KOHPUOEHYUANbHbIE C8EOEeHUs, Uel08eK OMNPaAsUm
UX HEeNnoOCpeoCmE8eHHO MOUEHHUKY.

2. «l[lomowp Opyey». JlaHHBIH crOCcO0 TpecTyIieHnid ObLT HamOosee
pacopoctpaned B 2017-2019 romax, HO HE MOTEPsIT CBOEH AKTYyaJlbHOCTH U
cerogas. CHauanma TPECTYNHUKH TyTeM TOA00pa Mapojisi Wi (PUIIMHTA
OCYIIECTBIISIIOT HECAHKIIMOHUPOBAHHBIN JOCTYN («B3JIOM») K CTpaHUIAM
comuanbHbIx ceTeil (B ocHoBHOM — «BKontakte»). Ilocime 3Toro uHbBIM
MOJIb30BATENSIM, JOOABICHHBIM B pasnen «Jlpy3bs» B3JIOMaHHON CTpaHUIIBI,
pacchiIaloTcs COOOIIEHUsT ¢ TPOChOO TpenocTaBuTh (GoTorpaduio WM
JaHHbIE OAHKOBCKOM IIJIATE€KHOW KapThl MOJ Pa3IUYHBIMU IPEJIOTaMH,
HaIpuMep, YTOOBI CPOYHO ClIeTaTh KaKOW-TO OC3HATMYHBIN IIIaTeX, TaK Kak
KapTOYKa OOpaTHBIIETOCS SKOOBI 3a0J0KHpoBaHa. Takke 3JI0yMBIIUICHHHUK,
CKPBIBAIOIIUICS MTOJT UMEHEM JIpyTra, MOXET IMPOCUTH NIEPEBECTH €MY Ha KapTy
ONPEACIICHHYI0 CYMMY JICHET B CBSI3U C BHE3AMHBIM MOMAJaHUEM B CI0XHYIO
YKU3HEHHYIO CUTYaInto. JIoBepUMBhIN MOJIB30BATENb, T0JIarasi, 4YTo OO0IaeTcs
C HACTOSIIIUM BIIQJIEIbIIEM CTPAHMUIIBI, MEPEBOJIUT JEHBI'U JHMOO COOOIIaeT
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NPECTYITHUKY PEKBU3HUTHI CBOEW OAHKOBCKOW KapThl (a 3a4acTy0 — U KOJ

0e30I1acHOCTH, BBICBIAEMBIN B SMS-coo061enun OaHKOBCKHUM

YUPSKICHUEM), TIOCIE YEro ¢ €ro KapT-cueTa IOXHIIAIOTCS JICHEKHBIC

CpeacTBa.

Cnpagouno.

Ewe 00Hum 6udom moweHnuuecmea 6 COUUAIbHbIX CemsiX, C853AHHbIM

C nomowwlo Opyeum J00SM, SGISAEeMCcs 0esmebHOCMb  (albuiueblx
O1a20meopumenvHuIX JoHO08, KOMOpble OCYULeCmeaiom coop OeHez Ha
Jleuenue. B makux  cayuasx — MOWEHHUKU — co30aiom — 2pynny u
PACnpoCmMpaHsaom UH@GOPMayuo 0 mom, 4mo sAKoObl HYIHCHbL Cpeocmsea Ois
JleueHuss msHcenob0bHo20 Yenogexka (0cobenHo yacmo — pedenka). Ymoowt
He nonacmuvci Ha YOOUKY MOUIEHHUKOB, HE00X00UMO 6ce20a
3anpamueams 0OKyMeHmbl U OONOJHUMENbHbBLE C6EOCHUS.

3. «Buwune» pOMCXOANUT OT aHrMicKoro «voice fishing» («romocosoi
(GUIIMHDY) WM «TOJIOCOBas PhIOHAS JIOBIS»). JlaHHBIA coco0 BhIpaxaercs B
OCYIIIECTBJICHUA 3BOHKA Ha A0OHEHTCKHMN HOMEp MOTEPIICBIIErO WM B €ro
akkayHT B MecceHmmkepe (B ocHoBHOoM, 310 Viber mmm Telegram). B xone
rOJIOCOBOTO OOIIEHUS] MPECTYMHUK MPEJICTABISETCS paOOTHUKOM OaHKa WM
npaBooxpanurenbHoro oprana (MBI, KI'b, CnencTBeHHOro KOMUTETa) U O]
BBIMBIIIJIEHHBIM  NPEUIOroM  (TIpeceueHue TMOJ03PUTEIILHON  TpaH3aKIuH,
TIOBBIIIICHHE YPOBHA O€30MacHOCTH TIOJIb30BAaHUSI KapTOM, MEpernpoBepKa
MACMOPTHBIX JIaHHBIX BJaAeblla OAHKOBCKOTO CYeTa W T.1.) BBISICHSET Y
MOTEPIIEBINIETO CBEJACHUS O HATUYUM OAHKOBCKMX TUIATE)KHBIX KapTOUEK,
cpokax ux aeictBusa, CVV-kogax (Tpex3HayHbI KOJ Ha OOpaTHOW CTOPOHE
KapThl), MACHOPTHBIX AaHHBIX, SMS-komax C IENIbI0 XUILNEHUS JCHEKHBIX
cpencts. B psnge choydaeB  3J0YMBIIUIGHHHKAM  W3BECTHBI  HEKOTOPHIC
PEKBU3UTHI 0AHKOBCKUX TIIATEKHBIX KAPTOUEK, a TAK)KE aHKETHBIC JIAHHBIE JIUII,
Ha UMSI KOTOPBIX OHU BBIMMYIIICHBI.

B OonpmmHCTBE Ciy4yaeB MpU COBEPIICHUH 3BOHKOB MPECTYIMHHUKU
ucnosb3ytot [P-tenedonmuto.

Cnpasouno.

Vnpowenno, |P-menegonuss — smo cucmema menehonnoil cesa3u
nocpedcmeozw cemu HHmepHem, I/ZPQOOCWIGGJZ}UOWCZ}Z BO3MOIHCHOCMb
OCYWecmeieHuss 360HKO8 U  2010C06020 OOWEHUs U3  CHeYUATbHbIX
npunodKcenutl ¢ abOHeHMAMu MOOUTBHBIX U CMAYUOHAPHLIX MeNePHOHHbIX
cemeu.

Ilpu maxom exodsiyem 360HKe Jicepmed GUOUM HA  IKPAHE
MOOUNbHO20 menedoHa TUOO NOOMEHHbIU HoMep, AUb0 0adce KOPOMKULL
HoMeEDp oanxa: COBPEMEHHbIE NPONIOKOJIbl MOOUNILHOU m€ﬂ€¢0HMM u
Pa3iuuHble  KOMNbIOMEPHble NPOSPAMMbL  NO3BOJNAION  OCYUeCMBIIAMb

nooobuvie menegonunvie 36ouku. Ceéou ycuyeu 6 s3mom npeodnazaom
PaznudHble Niamusle CepeuUchl U Caumol.
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s mozo, umobvl 00CmMo8EpHO YCMAHO8UMb, AGNAEMCS IU HOMED, C
KOMOp0o20 NOCMYNUN 360HOK, AOOHEHMCKUM HOMepoM meneq)OHHOU cemu
unu uoenmuguxamopom IP-meneghonuu, neobxooumo Hanpagums 3anpoc
(3anpocwvl) 6 coomeemcmeyroujue MmereKOMMYHUKAYUOHHbIE OP2AHU3AYUU
Pecnyonuku Fenapyce.

[TocnencTBusi  MCMHOJIB30BAHUS  3JIOYMBIIUICHHUKAMUA — MOJ00HOTO
crioco6a MOIIIEHHUYECTBa OBIBAIOT BEChbMa MeYaTbHBIMU.
Cnpagouno.

Tax, nanpumep, 6 konye mapma 2021 200a 310yMblULIeHHUK NO360HUL
yepe3z Viber 66-nemneii orcumenvuuye bopucosa u npedcmasuincs
COMPYOHUKOM ClYoHcObl bezonacHocmu banxka. OH coobwun, umo 8 yesax
npecevenus XuwjeHusi ¢ OAHKOBCKOU NJIAMENCHOU KAPMOUKU IHCeHUJUHe
HEe0OXO00UMO  YCMAHOBUMb  ONpeOesleHHOe  NPUNodceHue  YOaleHHO20
oocmyna, cooowums Koobl Kapmbl U NPUCTAMb CKPUHULOMbL U3 MOOUTbHO2O
oankunea, umo oua u coenana. Ilozoce, 3ano0003puse nearaonoe, neHCUOHEPKA
nowia 6 OAHK U OOHApYJCUNA, Ymo C ee Kapm-cyema nponano noumu 40
muolcsay pyonetl.

4. Ce0600HbIll Docmyn Kk bankosckolu kapme. He Bcerna st XUIieHUs
c OaHKOBCKHMX CYETOB MCIOJIB3YIOTCS XHUTpbhle CXeMbl. B psne ciyyaeB
NPUYMHAMHU 3TOTO CTAHOBATCS yTepsi OAHKOBCKUX KapT, OCTaBJICHUE HMX B
JIETKOJIOCTYITHOM MECTe, WX Tepefadya HHBIM JIUIAM JJIS OCYIIECTBICHUS
pazoBbIx TIaTexke. Ilpm >TOM yBemMuyuBaeT puUCK oOcTaThes 0e3
3apaboTaHHBIX JIeHEKHbIX cpeAcTB xpaHeHue PIN-xoma psaom c kaproi
(HampuMep, 3amMcaHHBIM Ha OyMakke B KOINCIBKE WM Ha CaMOM
OAHKOBCKOM KapTe).

Pa3HOBUIHOCTBIO TOJOOHOTO JIETKOMBICIHS  SBJISIETCS.  XpaHEHUE
dboTonzobpakeHnii 6AHKOBCKUX KapT WJIU TUIATEKHBIX PEKBU3UTOB B MaMSITH
MOOWJIBHOTO TeleoHa, B TIOYTOBOM aKKayHTE WU JIHUCTAaHIIMOHHOM
obnmayHoM XpaHumumie. [Ipy HeCaHKIIMOHUPOBAHHOM JOCTYIE K TaKOMY
XPAHWINIY TPECTYIMHUK TIOJy4aeT M OECHpemsITCTBEHHBINM JOCTyNn K
OAHKOBCKOMY CYETY €ro BJIaJIeIbLA.

5. lloxynka ¢ npedonnamoti. Hanbonee NMPUMUTUBHOM, HO OT STOrO HE
MeHee paboTarorieit GopMoi HHTEPHET-MOILICHHUYECTBA SIBJISICTCS Pa3MEILECHHUE
NPECTYITHUKAMH Ha BUPTYaJIbHBIX JIOCKaX OOBSABJICHUHN, TEMAaTHUSCKUX CalTax, B
COIMAJIbHBIX CETSIX, TPYIIax MHTEPHET-MECCEHKEPOB OOBSIBICHHUNA O TIPOJAKe
KaKuX-JIMOO TOBApOB MO «OpocoBbIM» 1ieHaM. Ho 11t momydenust ToBapa (SIKoObI
MOCPEICTBOM TIOYTOBOM MEPEChUTKA WM CIYXKObl JOCTaBKU) TpeOyeTcs
NEPEYNCIICHNE TPENoIiaThl WM 33jJaTka Ha YKa3aHHBIC <«IIPOIABIIOMY
OaHKOBCKYIO KapTy WM 3JEKTPOHHBIN Komenek. [IpaBaa, mocie nepeuncienus
OKUJIa€MbI/ TOBAp TAK U HE MOCTYMAET, & «IIPOJIaBEI MEPECTaeT BHIXOIUTh Ha
CBSI3b.

6. [llanmaoic. B HEKOTOPBIX CITy4asx 3JI0YMBIIUIEHHUKH MOTYT YTPOXKAaTh
pasriamieHueM  pa3iMyYHbIX KOMIIPOMETUPYIOLIMX CBEACHUHM C  LEJBIO



BBIMOTraTenbCTBa. Hampumep, NOJydMB HECAHKIIMOHHPOBAHHBIM JOCTYyI K
WuTepHer-pecypcam  (CTpaHHMIIaM B COLIMAJBHBIX  CETSX, IEPENUCKe
AJIEKTPOHHBIX MOYTOBBIX SIIMKOB M OOJIAYHBIM aKKayHTaM) U 3aBJaJICB
U300paXEHUAMH, HE TMPEIHA3HAYEHHbIMU JUJIs ITyOJMYHOTO MPOCMOTPA,
NPECTYIMHUKN BCTYMAalOT B TEPENUCKY C MOTEPIEBIIUMHU, TpeOys pa3HbIe
JICHE)KHBIE CYMMBbI M YIpOXas B Clly4ae OTKa3a pPaclIpOCTPAHUTh UX B CETH
HNutepHer.

(. Uuvle mowennuyecmea. Takke MOXKHO BBIICIUTH €€ HECKOIbKO
THIIOB MOLLIEHHUYECTBA, KOTOPBIE B HEAABHEM MPOLUIOM 3a4acTyl0 YCIEUIHO
UCIIOJIb30BaJIUCh Ha Tepputopun Pecriyonnku benapycs:

o [TpocbOBI MOMONHUTE CYET ONPEAEIEHHOTO HOMEpa MOOMIIBHOTO
TenedoHa WIM IUJIATEXKHOM KapThl B Buae: «Mama, MONOJIHU CYET Ha
20 pyOuieit. MHe He niepe3BaHUBal — MO3KE Mepe3BOHI0. HyKHO cpouHO!».

o 3BOHOK C HOMeEpa Jpyra WIM pOJCTBEHHUKA, B KOTOPOM
coOECeTHUK YTBEPKIAET, UTO OH COTPYIHHUK NMPABOOXPAHUTEIbHBIX OPTraHOB,
IPOCUT BO3HArpaxkJieHue, ooenas npeJoTBPaTUTh BO30YKIECHUE YTOJIOBHOTO
JieJia B OTHOUIEHUU OJIM3KOTO YEJI0BEKA.

o Korga MOIIEHHUK 3BOHUT U Cpa3y OTMEHSET BbI3OB. [lepe3BoHuB
Ha OTOOpa3uBILIMICS HOMEpP, ADOHEHT CIBIIIUT aBTOOTBETUMK WM TYJKHU, B
3TO BpeMs CO CYeTa €ro MOOMJIBHOTO Telle(pOHa CHUCHIBAIOTCS JIEHbIU, TaK
KaK BBI30B COBEpPLIACTCS C IMPUMEHEHHEM NEpeajpecalud Ha IUIATHBIN
HOMED.

° Korna npuxomut SMS-coob11eHue 0 HEKOEM BBIUTPHIIIE, MOCTIEe
4yero aOOHEHTY MIpeasiaraloT OTIPABUTh IJIATHOE COOOIIEHUE B OTBET WJIU
OTNPAaBUTh HEOOJBIIYI0 CyYMMY Ha OaHKOBCKYIO KapTy Uil MOJy4EeHHS
«JDKEBBIMTPBILIAY.

° Korna npuxoaut SMS-coo0iiieHre ¢ TUnepcchbuUIKon, MPOns 1Mo
KOTOPOU MOJIb30BaTENb 3aMyCKAET MPOLECC CKAUMBAHUS BUPYCA.
° Korga moctynmaer 3BOHOK OT «IPEICTABUTENSI COTOBOTO

omeparopa», BO BpeMsS KOTOPOrO  3JIOYMBIIUICHHUKW  IPEIJIararoT
nepepeructpupoBars SIM-kapty. Ilpm 3TOM TmoOnB30BaTEllb  BBOAUT
CHeUANIBbHBIN KO/ WK oTnpasisieT SMS-cooOiienue, mnocie yero ¢ 6agaHca
€ro MOOUJILHOTO TesiedOHa CITUCHIBAIOTCS JCHBIU.

o Korna npuxomutr SMS-cooOimieHne wWin TMOCTyNaeT 3BOHOK, B
X0JIe KOTOPOro coobIaercs, yto aboHeHT He omtatwi mrpad. [locme aToro
YEeJIOBEKY MpeaiaraeTcss MPOU3BECTH €ro OIUIaTy, MEPEYMCIUB JCHBIM Ha
«CTICIUATIbHBINY PACUETHBINA CUET WUJIM MOTOJHUB OAHKOBCKUM CUET.

o Korna npuxoaur SMS-coobuienue ¢ uHdopMaluein o0 ToM, 4To
IlaTeXHasi KapTa 3a0J0KMpOBaHAa, M YKa3bIBaeTCd HOMEp, MO KOTOPOMY
MOXHO TIOJIYYUTh CHpaBKy uiau mnomouls. [locme 3BoHKa y abOoHeHTa
3anpamuBaioT PIN-koa, CVV-kon (Tpex3HayHblil Ko Ha 0OpaTHOM cTOpoHE
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KapThl), HOMEP KapThl U JPyTrHue JaHHBIC, HEOOXOIUMBIE JIJISl CHATHUS JCHET C
OAHKOBCKOI'O CUETA.

Kakue cnocoovl mowennuuecmea 6v16aronm 6 OMHOUIEHUU HOPUOUYECKUX
JIUY U UHOUBUOYAIbHBIX NpeOnpuHumamenei?

KubepnpectyrieHus MpuiuHSIOT yiiepd HE TOJIbKO TpaxkaaHaMm. Yacrto
NEUCTBUSL 3JIOYMBINUICHHUKOB HAmpaBJICHbl Ha 3aBIAJCHUE JICHEKHBIMU
CPEACTBAMH  KOPUAUYECKHUX JHUL (NpeanpusaTHil, Y4YpPexKIAeHHUHd U
opraHm3anmii) W WHIMBUAYAJbHBIX NpeanpuHumaresaeii. Ho u 3aech
IJIaBHBIM ~ YCJIOBHEM, JAlOIIMM BO3MOKHOCTb  COBEpPILEHUS IOJ0OHBIX
370JICTHUM, SIBJSIETCS  «YEJOBEYEeCKHil (akTop», T.e. TrpyOble OIIMOKH,
JIOITyCKaeMble padOTHUKaMU: OT PYKOBOJUTENEU O CeKpeTapei, OyXrairepos
Y MEHEIKEpOoB. Bee vailie moTepreBIIMMH CTAHOBSTCS TE FOPUANYECKUE JTUIA U
WHAUBUAYAIBHBIE  MPEANPUHUMATENN, KOTOPHIE  OCYLIECTBIISIIOT — CBOKO
JESTELHOCTD TPU TTOMOIIH 3apyOeKHBIX KOHTPAreHTOB.

Cpenu Haubosnee THUNUYHBIX (OPM TIOCITAaTENbCTB XaKEepOB Ha
JICHEKHBIE CPEACTBA M OXpaHIEMYI0 HH(POPMAIMIO IOPUAUUYECKUX JIUIL
sBisitorcss BEC-amaku (ot anrmuiickoro: «business email compromise» —
KOMITIpOMETaIUsl OU3HEC-TIEPETIUCKN).

Peanuzanuss mnonoOHOM CXeMbl XHUIIEHUS BO3MOXKHA IOCPEICTBOM
MOJYYEHHS] HECAHKIIMOHUPOBAHHOTO JOCTYyNa K 3JEKTPOHHOW MOYTE OJHOM
U3 CTOPOH CHENKW. B 3ToW cuTyauuu 3JIO0yMBINIJIEHHUKH OOJIagaroT
uHbopMaLMend 0 mpeaMeTe, YCIOBUSIX JI0rOBOpa U MOTYT BECTU MEPEMUCKY,
HE BBI3BbIBAs MOAO3PEHHS (B ciiydae HEOOXOAMMOCTH MMH HAIPaBISIOTCS
JOTIOJIHUTEIIBHOE COIJIallleHne, cyeT-mpodopMa (MHBOKC) C M3MEHEHHBIMU
peKBUM3UTAMH  OAHKOBCKOTO  CY€Ta M KOHTAKTHBIMU  JIaHHBIMH
npeacTaBuTeneil (GUPMbI MMyTEM UX «HAJOKEHHUS» HA MOJrOTOBIICHHBIE paHEee
U COXPAHEHHBIE B COOOIIEHUAX JOKYMEHTHI).

Kpome Toro, umerorcs ciaydad, KOrja OT HMMEHM O€IOpyCCKHX
CyOBEKTOB XO34MCTBOBAHUS IIOCJIE B3JIOMa HMX KOPIOPATHUBHOM IMOYTHI B
aapec 3apyOEKHBIX IMAPTHEPOB TAaKXKE HANpPABISUINCh MHCbMa, CYETa-
npoQopMbl ¢ M3MEHEHHBIMM OaHKOBCKMMHU pPEKBU3UTaMU. B pesynbpTare
JIEHEKHBIE CPEICTBa, MpUYHUTAIOLIUECS OENOpPYCCKUM MPEANpUsTUIM 32
POU3BEJICHHYIO (IMOCTaBJICHHYI0) MPOAYKIMIO, TMEPEBOJUINCh Ha CcyeTa
MOIIIEHHUKOB.

Takke  BO3MOXKHa  cuUTyauus, KOorjga TMOCI€  COIJacOBaHUsA
CYLIECTBEHHBIX YCJIOBUWM KOHTpPAaKTa C 3apyOeKHbIM MapTHEPOM, a B
OTACNBHBIX CJIydYasiX H €ro IMOJNUCAHUS, Ha DSJIEKTPOHHYIO IOYTY
opraHu3anuy (OpeAnpUsiTAs) MPECTYINHUKAMHU HAIpPaBISIETCd COOOIIECHUE
AKOObI OT MMEHU COTPYAHHMKA MHOCTPAHHOT'O KOHTpareHta o0 W3MEHEHUU
PEKBU3HUTOB OOCHY>KMBAIOIIEro OaHka M HEOOXOAMMOCTH MEpPEeUUCICHUs
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JICHEKHBIX CPEACTB Ha HOBBIM cueT. IIpu 3TOM ajnpec dJIEKTPOHHOU MOYTHI
MOILIIEHHUKOB MMEET CYILIECTBEHHOE CXOACTBO C pPEAJIbHBIM, YTO 3a4acTYIO
ocTaeTcs He3aMeueHHbIM. Ilocimenyrommas nepenucka yxe oCyIeCTBIAETCS ¢
kuOeprpecTynHukamu. Jlaiee moJ1 mpeajgoroM OriaThl TOBAPOB MHOCTPAHHBIX
KOMIIAHUM W BCJEACTBHUE IPEAOCTABICHUA IO JJICKTPOHHOM IIOYTE JIOXKHBIX
OaHKOBCKMX PEKBHU3UTOB Ha CUETa MOILICHHUKOB MEPEUUCIISIOTCS JCHEXKHbIE
CpPEZICTBA CO CTOPOHBI CYOBEKTOB X03AMCTBOBAHUS KaK rOCYIapCTBEHHOI'O, TaK
Y YaCTHOTI'O CEKTOPA YKOHOMMUKHU.

Kak ne cmamu srcepmeoit kuvepnpecmynnenun?

1. Hukorga, HUKOMY ¥ HM IIPH KaKUX 00CTOSITEIbCTBAX HE CO00IIATH
PEKBHU3UTHI CBOMX 0AHKOBCKHMX CYETOB U 0AHKOBCKHX KapT, B TOM YHCIIC
JMIIaM, TPEACTABUBIIMMCS COTPYAHMKAMHM OaHKa WM TPaBOOXPAHUTETHHBIX
OPraHoOB, MPH OTCYTCTBUU BO3MOYKHOCTH JIOCTOBEPHO YOCIUTHCS, YTO 3TH JIFOIU
T€, 32 KOT0O ce0s BBIIAIOT.

B cinydae moctymieHusi 3BOHKAa «OT COTpYJIHUKa OaHKa» HEO0OXOIUMO
YTOYHUTH €ro (haMuiInio, HoMep TenedoHa, MOCe Yero 3aBEPIINTh Pa3roBop U
CaMHUM TIO3BOHUTH B OAHK.

HeoOxomumo mpuHUMaTh BO BHUMaHHE, YTO pPeaJbHOMY COTPYIHHUKY
O0aHkKa u3BeCTHa cienaymoomas uHpopMmaus: (aMuaus Aepxarens KapThl,
MACTIOPTHBIE TAHHBIC, KaKKe KapThl 0(hOPMIIEHBI, OCTATOK Ha CUETeE.

He cnemyer coobmath B TenedOHHBIX Pa3roBopax (Jaxke COTPYIHHUKY
0aHKa), a TaKKe TOCPEACTBOM OOIIEHUSI B COIMAIIBHBIX CETSAX: MOJIHBIN HOMEp
KapTouku, cpok ee paeiictBusa, kom CVC/CVV (maxopsmuecs Ha oOpaTHOU
CTOPOHE KapThl), JIOTUH U IMApOJIh K HHTEPHET-0aHKUHTY, TACIIOPTHHIC TaHHEIC,
KOJI0BO€ CJI0BO (1iudpoBoit ko) u3 SMS-cooOieHui.

B cnydae ecnm «coTpyaHMK OaHKa» B Pa3roBOpE COOOIIAET, YTO C
KapTOYKOW MPOUCXOAT HECAHKIIMOHUPOBAHHBIC TPAH3AKIMK, HEO0OXOIUMO
OTBEYaTh, UTO BbI MPHIETE B OAHK JMYHO, — BCE MOJOOHBIE BOMPOCHI HYKHO
periaTh B OTACICHNN 0aHKa, a He 10 TeledoHy.

BHUMAHME: nomuume, umo compyoOHUKU OAHKOBCKUX YUPEHCOEHULL
HUK020ad He UCNONb3YIom Ol C6a3U ¢ Kiuenmom meccenodcepwl (Viber,
Telegram, WhatsApp).

2. JInst OCyIIECTBIICHUS] OHJIAWH-TUIATeXKEe HE0OXO0IMMO HCIOIh30BaTh
TOJIBKO HAJIC)KHBIC TUIATE)KHBIE CEPBUCHI, 00513aTEJIbHO MPOBEPsIsi JOMEHHOE
UMS pecypca B aJIpecHO# CTpoKe Opay3epa.

3. He ciaenyer XpaHuTh 0aHKOBCKHE KapThl, UX ¢oTorpadpuu u
PEKBH3HUTHI B MeCTaX, KOTOPbIe MOTYT OBITh JOCTYNHbLI MOCTOPOHHHUM
JHUIAM; 9TO € OTHOCHTCS K ¢oTorpadusM ¥ WHBIM BHAaM WHOOpManuu
KOH(pHUACHIIMAIBHOTO XapakTepa.
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4. Crnenyer  BO3/EPKUBATHCSI  OT  OCYHIECTBJIEHUSI  OHJIAWH-
IJiaTe:keil, CBA3AHHBIX C MPeIOILIATON MU NMepeYyHucIeHreM 33aJaTKOB 32
TOBapbl U YCJIYIrd, OJaroTBOPUTENHHON M CIIOHCOPCKOW MOMOIIMU B MOJB3Y
Opranu3aiuii 1 PU3NYECKUX JHI] MPU OTCYTCTBUU JTOCTOBEPHBIX JAHHBIX O
TOM, YTO Ha3BaHHbIE CyOBEKTHI SABJISIOTCSA TEMH, 3a KOTO Ce0sl BHIIAIOT.

5. He crout nepeuyncnars JeHEXHbIE CPEJCTBA HA CUETA 3IEKTPOHHBIX
KOIIEJIbKOB, KapT-cueTa 0AaHKOBCKHUX IUIATEXKHBIX KapToyek, cueta SIM-kapt
no npockhoe noJin3oBareeii cetu UHTepHer.

6. Ins  moctyma K cUCTeMaM  JMCTaHIIMOHHOTO  OaHKOBCKOTO
oOcCity)XkMBaHHsl (MHTEPHET-OAHKUHI, MOOWJIBHBII OaHKUHT), 3JIEKTPOHHBIM
MOYTOBBIM SIIIIUKAM, AKKAyHTaM COLMAIbHBIX CETe W WHBIM pecypcam
HeO0X0UMO  HCHOJb30BATh  CJA0KHbIE  MAPOJH, HMCKIIYAK0IINe
BO3MOKHOCTb HX moadopa. CTOUT BO3AEP>KATHCS OT Maposiel: 1aT poKICHHUS,
uMeH, (aMUIMi — TO €CTh T€X, KOTOPBIE JIETKO BBIYUCIUTD U3 OOLIEIOCTYIHBIX
UCTOYHUKOB UH(OpMAINK (HAIIPUMED, TEX K€ COLIMATIBHBIX CETEN).

7. Ilpu coCTaBI€HUM TUIATEKHBIX JOKYMEHTOB Ba’KHO NPOBEPATH
IJIATe:KHbIe PEKBU3UTHI MOJy4aTe/Isl JeHeKHbIX CPe/ICTB.

8. Ilpy moOCTyIUIeHHHM B COLMAIBHBIX CETAX COOOIICHWH OT JIHII,
COCTOSIIIMX B KATErOpUU «APY3bsi», C MpochO0aMu O MPEAOCTABICHUU
PEKBU3UTOB OAHKOBCKMX IUIATEKHBIX KAPTOUYEK He cJieAyeT OTBe4YaTh Ha
nojgo0HbIE COOOIEHHS, a Heo0XOAMMO CBSI3aThCAd C JAHHBLIMH
M0J1b30BaTEJSIMH HANIPSIMYIO TOCPEICTBOM HHBIX CPEACTB CBSA3M.

9.Ilpu oOHapyxeHuu Qaxta B3JIOMa AKKAYHTOB COILMAIBbHBIX CETel
HEOOXOIMMO HE3aMEIMTENIFHO BOCCTAHABIMBATH K HUM JOCTYIT C TIOMOIIBIO
CITy>KOBbl TIOJACPAKKH JTMOO OJOKHpOBaTh, a TaKkKe MPEeayNnpexaaTb 00 3ToM
daxTe il ¢ KOTOPHIMH OOIIATUCH TOCPEICTBOM JIAHHBIX COIMATBHBIX CETEH.

10. Heqib3s1 OTKpBIBaTh (paiijibl, mocTynawinue ¢ HE3HAKOMbBIX
aJjpecoB JJIEKTPOHHOH TMOYTHI M AKKAYHTOB MECCEH/KepoOB; He
NEPEXOIUTD IO CChUIKaM B COOOILIEHHUSAX O MPHU3aX U BHIUTPHIIIAX.

11. Heo6xoauMO HMCHOJb30BAaTh JIMIEH3HOHHOE NPOrpaMMHOe
o0ecrieyeHue, peryjsipHo OOHOBJISITH NPOrpaMMHOe o0ecleyeHUe U
ONEPAIMOHHYI0 CHCTEMY; YCTAHOBHUTHL AHTHBHPYCHYI0 NPOrpamMmy He
TOJILKO Ha TIEPCOHAIBHBIA KOMIBIOTEP, HO M Ha CMapTQOH, IUIAHIIET W
pEryJsipHO OOHOBJISTH €€.

12. Cnenyer O3HAKOMHUTH € MEPeYMCICHHBIMM  NPaBUJIAMH
0e301aCHOCTH CBOUX POACTBEHHHKOB W 3HAKOMBIX, KOTOpPHIE B CHITY
BO3pacTa WJIA HEIOCTAaTOYHOTO YPOBHS (PMHAHCOBOW TPAMOTHOCTH MOTYT
OBITh OCOOCHHO YSI3BUMBI JJIs1 ACUCTBUI KHOEPIIPECTYITHUKOB.

Kakue cosemvt M0scno 0amop w0pududecKum auuam, 4mool
ooezonacums cedoss om mouwieHnuyecmea?
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1. BeIpaGoTrarh 4YeTKHIl IUIAH pPearMpoBAHUSAA U O3HAKOMUTH
pabOTHUKOB C TIEPEYHEM CBEJCHUM, OTHOCSIIMXCSI K KOMMEpPUYECKOH,
CJTy>kK€OHOU 1 UHOU TaliHe.

2. HWckaounth B CcBOell  1eSITeJILHOCTH  HCHOJb30BaHUE
0ecIuIaTHBIX MOYTOBBIX CEPBUCOB, a TaKXKe NPUHUMATDH
JTOIOJHUTEIbHbIE MePbl 3alIUTHI KOPIMOPATUBHOMN 3JIEKTPOHHON MOYTHI
(moakroueHune NByX(aKTOpHOUN ayTeHTH(UKAIIUK, COOII0eHE TPeOOBaHNM
K CIOXHOCTH Mapojii M NEPUOJAUYHOCTH €ro CMEHBI, HCIIOJIb30BAHUE
AHTHBUPYCHOTO IPOIPAMMHOTO 00CCIICUCHHS).

3. HeykochnutenbHo  co0/oaaTh  NpaBWJja  MOJb30BAHUSA
CUCTEMOU TUCTAHIMOHHOI0 0AHKOBCKOI0 00CIYKUBAHMS.

4.  Co3maBaTbh pe3epBHble KONHUHU JAHHBIX U XPaHUTh HX Ha
ChEMHBIX HOCUTEIISIX.

5. IlpoBepsiTb NPaBHJILHOCTH ajJpeca 3JJIEKTPOHHOW MOYTHI
KOHTPAreHTa NPH TMOJYYeHHM W OTIPABKe COOOIIEHMH, a TaKkKe
NMOA/JAEPKUBATh KOHTAKT € €ro MNpeIcTaBUTeJIeM U COIVIACOBbIBATH
KJII0YeBbIe BONPOCHI JONOJHUTENBHO IOCPEICTBOM HMHBIX CPEACTB CBS3U
(TeneOHHBIX  MEPErOBOPOB,  HCMOJb30BaHHUS  (PAKCUMUIBHOM  CBSI3H,
MECCEH][)KEpPOB H TIp.).

6. He ucnojb3oBaTh padoune yCcTpoiicTBa B JUYHBIX IeJsX, a
CITyKEOHBIC SUTUKH SICKTPOHHOUN MOYTHI — ISl PETUCTPAIIMN HA TOPTOBBIX U
PAa3BIIEKATENbHBIX OHJIANH-TUIOMIAIKAX.

7. Hanaauthb cTporuii 1eiicTBEHHbI KOHTPOJIb 32 CO0JII0AeHHEeM
yTBEPAKJAEHHbIX Mep HHMOPMANUOHHON 0e30MaACHOCTH (COOTBETCTBUE
IPOrpaMMHOI0 0OecredeHusl, MPOBEpKa OTCYTCTBUSI HECAHKIIMOHUPOBAHHOTO
JOCTyTa K BHEITHUM UH(OPMAIIMOHHBIM pecypcam | T.1.).

*k*k

CoBpeMeHHBII MHp XapaKTepu3yeTcs IMHAMUYHBIMH TJI00aTbHBIMU
npoueccamu. CoBepiIeHCTBOBaHUE MH(POPMALIMOHHOM cheprl 1 obecreueHne
ec 0e30MacHOCTH CTAaHOBHUTCS OJHHMM M3 KJIFOUEBBIX MOMEHTOB, BIIHSIOIINX
Ha OOIIECTBEHHOE U TOCyIapCcTBeHHOE pa3Butue Pecrybnuku bemapyce.

B oT0if cBs3M B Hamiel cTpaHe YIeNsIeTcs TOBBINICHHOS BHUMAaHHE
00ecTIeYeHn 0 3aIUIIEHHOCTH MH(POPMAITMOHHOTO MIPOCTPAHCTBA,
nHGOPMAITMOHHON MHAPACTPYKTYPHI, UHOOPMAIIMOHHBIX CUCTEM U PECYPCOB.
B uwacTHOCTH, OTBETHBIC BEKTOPHI TOCYIaPCTBEHHON MOJUTHUKHA 0O03HAYCHHI B
yrBepxaeHHou 18 mapta 2019 r. Konnenun napopmanmonHoii 6e30macHoCTr
Pecny6muku benapycs. B To e Bpems, kak ormetmi [Ipesunent Pecryomuku
benapyck A.I'.Jlykamenko B xoae VI Beebenopycckoro HapogHOro coopanus,
HY>KHO HE TOJbKO 0OJ€e aKTHBHO BBISBISITH U IMPECEKATh 3KCTPEMHUCTCKYIO,
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MOILIEHHUYECKYIO U UHYIO HE3aKOHHYIO JESTEIbHOCTh, HO U aKTUBHO paboTaTh
HaJ1 MOBBILIEHHEM MH()OPMALMOHHON TPaMOTHOCTH HACEJICHUSL.



