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HPOOPUJIAKTUKA INTPECTYIVIEHUU, CBA3AHHBIX C
HEITPABOMEPHBIM 3ABJIAJIEHUEM PEKBU3UTAMMU
IIJTACTUKOBBIX BAHKOBCKHUX KAPT U XUIIIEHUEM
CPEICTB C KAPT-CHETOB I'PAKJIAH, A TAK/KE B COEPE
BBICOKHMX TEXHOJIOI'MU

Mamepuan noocomoanen
ynpasneHuem Cneocmeennoco komumema Pecnyonuxu benapyco
no I poonenckoii obracmu

Ha cerognsmauii neHp 6opb0a ¢ KUOEPIPECTYIMHOCThIO — OJHO M3
IIPUOPUTETHBIX HANPABICHUM B JEATEIBHOCTH BCEH NPABOOXPAHUTEIBHOU
cuctembl Pecniybnuku benapych u CneacTBEHHOTO KOMUTETA B YACTHOCTH.

AKTyalnbHOCTh ~ 3TOro  OOYCIIOBJIEHa  3HAYUTEJNbHBIM  YHUCIOM
NPECTYIUICHUH, COBEpPIIAEMBbIX C  HUCIOJb30BaHUEM HWH(OpMAIIMOHHO-
KOMMYHUKAIMOHHBIX TexHosioru# (nanee — MKT), 1051 KOTOPBIX COCTaBIISET
TPETh OT OOIIEro YMciia BCEX 3apEerHCTPUPOBAHHBIX YTOJIOBHO-HAKA3yEMBbIX
JICSTHUM.

[Tomasnsronryro 4acThb MPECTYIUICHUH, COBEPLIECHHBIX C
ucnosib3oBannem MKT, coCTaBisrOT XHWILEHUSA ACHEKHBIX CPEACTB C KapT-
CUYETOB IpaX<JaH IMyTEeM 3aBJaJCHUS] PEKBU3UTAMHU OAHKOBCKUX IJIACTUKOBBIX
KapT.

B I'pognenckoid o0nacTu Takue JeAHUS (PUKCUPYIOTCA €KEIHEBHO,
HEpeaKo 3a CyTKu Oosiee 10 Takux XUIECHUH.

[TorepneBmmMHu  OT HHX SBIAKOTCS BCE CIOM HACEJICHUS —
NpEenojaBarTeyii, CTYACHTbl, MEIUIMHCKUE PAOOTHUKH, [EHCUOHEPHI,
0e3paboTHbIE, JUllAa, HAXOJSIIHECS B OTIYCKE MO YXOAy 3a PEOCHKOM B
BO3pacTte M0 3-X JIeT, a TakKe pPaOOTHUKH PA3IUYHBIX OpraHu3aIuil u
MIPEANPUATHN.

Bce yalie uMeroT MeCTo ciiydau 3aBJiaJIeHUs KPYITHBIMU CYMMaMH.

[IpyuurHbBI U YCIOBUS, CIIOCOOCTBYIOIIME COBEPIICHUIO MPECTYIICHUH,
KaK MpaBWIO OECHEYHOCTh CaMHUX MOJIb30BaTelie, a UMEHHO JepiKaTesien
OaHKOBCKMX KapT, HMX W3JIUIIHAS JIOBEPUUBOCTh, HEOCMOTPHUTEIBbHOCTb,
HEOCBEJIOMJICHHOCTh O CIOCO0axX 3alUThl U KOMIIPOMETAIUM TUIATEKHBIX
PEKBHU3UTOB.



YTO0JIOBHO-HaKa3yeMbIe NEsTHUS Ha3BaHHOU KaTeropuu
XapaKTEPU3YIOTCS BBICOKOW CTENEHbIO JIATEHTHOCTHU, U, KaK CIIEJICTBHUE,
KparlHE HU3KOU PaCKPBHIBAEMOCTHIO.

IIpakTka pacciaegoBaHUsl YTOJOBHBIX J€J1 O TaKUX MPECTYIUIEHUSIX
MOKA3bIBAET, YTO HX JIETYE MPEIOTBPATUTh, YEM PACKPbITh W HAWTH
BUHOBHOTO.

Ha Ttexkymuii MomMeHT Ha Tteppuropun PecnyOnuku benapycs u
['poaHeHCKO 00J1aCTH B YACTHOCTH MOKHO BBIJIETUTH CIEAYIOIINE Hanbosee
pacrpoCTpaHEHHbIE CIIOCOOBI M CXEMbI XUIIIEHUH ¢ ucnoib3oBanuem UKT:

1. 3aBnageHue AEHEKHBIMU CPEACTBAMU IO NMPEAJIOroM MPOAAKHU
TOBApPOB B COLMAJbHBIX CETSAX U 4epe3 MecceHxepbl. Hambomnee yacto B
nocjeaHee BpeMsi — B colManbHOM cetu «MHcTarpam». 310yMbIILIEHHUKH
co3/1al0T (heMKOBbIE AKKAayHTbl MO MPOAAKE OJEXKIbl, 00yBH, NMPEAMETOB
MeOen M HHTEpbepa, HAMOJHAIT HUX TEMAaTUYECKUX KOHTEHTOM W3
CBOOOJIHBIX HMCTOYHUKOB ceTu MHHrepHer ¢ (dororpadusimu  sKOObI
peanu3yemMoro ToBapa, pAAOM MOJOKHUTENIbHBIX OT3BIBOB, U C JOCTYIHBIMU
[ICHAMU HHUXK€ PBIHOYHBIX, BCTYMAIOT B TMEPENUCKY B Pa3IUYHBIX
MECCeH/IKepax, MpeJiaras BHECTH 3a TOBAp MpeaoIiaTy Ju0o0 aBaHC MyTeM
nepevrciieHust Ha 0aHKOBCKHM cueT. JIJis Moay4deHust IEHEeKHBIX CPEJICTB MpU
9TOM, KaK MPaBUIJIO, UCTIOIB3YIOTCS OAaHKOBCKHE KapT-cueTa MOJCTAaBHbIX JIUII
(«IporoBy, KaK OCBEIOMIICHHBIX, TaK M HET), COTJACUBIIUXCSA 0GOPMUTH Ha
CBOE HMs OaHKOBCKYIO KapTy, MepelaB ee JIUM00 ayTeHTU(PUKALMOHHbIE
JaHHble (JIOTMH W TMapojib CUCTEMbl JUCTAHIMOHHOTO OaHKOBCKOI'O
obocnyxuBanus (nanee — C/ABO)) ns goctyna k cuery. Jlanee npoucxoasr
NEepeBOAbl JICHEKHBIX CPEACTB HA HWHBIE CUYETa, HEPEAKO OOHAIMYMBAHUE
«IpomamMmu», WHBIMU HAHSATHIMH 3JIOYMBIIUICHHUKAMU JIMIIAMH, OOMEH Ha
KPHUIITOBAIIIOTY TOCPEICTBOM OHJaiH-cepBucoB nu6o WII — rpaxnas,
MPEIOCTABIAIONINX YKa3aHHBIC YCIYyTU MyTeM pa3MelieHuid OOBSBICHUN B
cetu MHTepHeT.

AHanoruynble OOBSABICHUS O MPOJAXKE TOBapa MOTYT pa3MellaThCs Ha
BeO-caiiTax, B cO00IIeCTBaX WIM ITyTEM PACCHUIKM B MECCEHIKEPAX, a TAKKE
Ha calTax apeH/ bl HAIBMXKMMOCTH TI0]1 MPEJIOTOM BHECEHUS MTPEAOILIATHI 32
apeHly KBapTHUPBI.

2.  @uummHr (ot anra. fishing - peiOHast OB, BBIY)KUBaHHUE) —
ONMH W3 BUJIOB MOIICHHUYECTBA, LEIbI0 KOTOPOrO SBISETCS MOJyYEHUE
JOCTyINa K KOH(PUICHIIMATLHONH WH(POpPMAIMK TOJh30BaTENCH (PEKBU3UTAM
OAHKOBCKMX IUIATEKHBIX KapT, joruHaMm u mapoism CIbO, MoOuiIbHOTO
OaHKHHIA, MMACIOPTHBIM JAHHBIM M HHBIM JIMYHBIM CBEIACHHSAM) B IICIIAX
MOCJIETYIOLIEr0 XUILEHUS JIEHEKHBIX CPEICTB MOCPEICTBOM HMCIOJIb30BAHUS
JAHHBIX pekBu3UTOB. Haunbonee dacto JaHHas TMpecTymHas Ccxema
pEaNM30BBIBAECTCA B OTHOLIEHUU KJIMEHTOB TOPIOBBIX HHTEPHET-ILIOIIAIOK



(marmpumep, kufar.by). Beictynmas B posm mokynaTelns, 3JI0yMBIIUICHHUK
HAXOJIUT IPOJIaBIa TOBAapa M BCTYIAET C HUM B MEPEMHUCKY B MECCEHKEpax
(«Viber», «Telegram», «WhatsApp»). OH cooOmiaer, 4To TOBap €ro
3aMHTEPECOBA U YK€ SIKOOBI COBEPIIWI MPEAOIUIATY (3a4acTyIO BBICHLIAETCS
CKPUHIIOT 3JIEKTPOHHOTO YeKa O MEepeyuciaeHuu cpenctn). st Toro, yToOb
MOJIYYUTh JaHHBIE CPEJCTBA, MPOMABIYy SIKOOBI HEOOXOIWMO MPOWUTH IO
THIEPCCHIIKE W BBECTH JaHHBbIC. HeBHUMATENbHBIN WHTEPHET-I0IH30BATEIh
MOXXET U HE 3aMETHTh IOJMEHBI, TaK KakK MMOJ00HBIC CTPAHMIIBI BU3YaJTIbHO
CX0XkHU ¢ odopmieHHEM cailToB u3BecTHhIX cepBucoB (Kydap, EPUII,
CDEK, benmouta, caiiThl pa3iu4HBIX OaHKOB W Jp.). AApec MOaeIbHON
BeO-CTPAHHUIIBI TAK)KE MOXKET HalmoMHHATh peanbHbli (kufardostavka.by, erip-
online.cor, belarusbank24.xyz, cdek-zakaz.info wu gp.). Ecim sxepTBa
«TIOTAJIETCS Ha YAOUYKY» M 3alOJIHUT (GOPMY, COOTBETCTBYIOIINE PEKBU3UTHI
JOCTyIa K OAHKOBCKOMY CUETY OKa)XYTCs y TIPECTYIMHHUKA. Uepe3 cunTaHHbIe
MUHYTBI 3JTOYMBIITUICHHUK OCYIIECTBIISET JOCTYN K OaHKOBCKOMY CYETy M
NIEPEBOANT JICHE)KHBIE CPEICTBA HA KOHTPOJUPYEMble UM OaHKOBCKHE CcUeTa
nocpeacTBOM cepBucoB rnepeBojia («MThanky, UHbBIE), 3apETUCTPUPOBAHHBIC
Ha TIOJICTaBHBIX JIMII.

Nmenu MECTO ciydau CO3JIaHuUs u HCIIOJIb30BaHMUS
3MIOYMBINUICHHUKAMH  (DUIIMHTOBBIX ~ CAalWTOB, OPUEHTHUPOBAHHBIX  TIOJ
3ampoChl MOJB30BaTENIed B MOUCKOBBIX CHCTeMax. I 'pakgaHe momajaroT Ha
Hux npsmo u3 Google m Yandex mocne 3ampocoB Tuna «benapycOaHk
JUYHBIA KaOuHeT», «bemarponpoMOank WHTEpHET OAHKWUHT» U T.J. YBHUICB
3HAKOMBIM 3arojIOBOK M JIOTOTHUIT CaiiTa B BbIJIaue Pe3yJIbTAaTOB TMOWCKA U HE
yJAOCTOBEPUBIINCH B COOTBETCTBHMM ajpeca caiiTa JIeWCTBUTCIBHOMY
JIOMEHHOMY HMMEHU OaHKOBCKOTO YYPEKICHUS, MOTEPIEBIINN 3armoaHSIET
OTKpBIBIIYIOCS (opMy aBTOpu3anuu. B pe3ynbpTaTe BBEACHHBIC IaHHBIC
OTMPABIAIOTCS TPECTYMHUKY, a He Oanky. Jlamee xuineHue aeHer
MPOMCXOAUT AHAJOTUYHO C BBIBOJAOM JCHEKHBIX CPEJCTB Ha HWHBIC CUETA,
oOHaNMuMBaHUsl JIMOO 0OMEHA Ha KPUTITOBAIIOTY.

Taxoke mproOpena MoIyIsIPHOCTh MOIIIGHHWYECKasl CXeMa, CBSI3aHHAs C
IIPOBEICHUEM SIKOOBI «PEKJIaMHBIX aKIIMi» OT UIMEHHU M3BECTHBIX B bemapycu
TOProBeIX OpaHIOB. Ilocie mpoxokaeHus ompoca Ha TOMJISIHLHOM CanTe
(MpakTUYeCKH HE OTIMYMMOM OT OPWUTHHAILHOTO) TIOJIB30BATENIO IS
MOJIYYCHHUSI BBIMTPHINIA TPEAJIArajioch CKadaTh M YCTAaHOBUTH MOOMIIBHOE
NPWIOXKEHNEe, TPUBS3aB K HEMy OOHYCHYIO M OaHKOBCKyIO KapTy. Ecmm
JKEPTBa BBITIOJIHSUIA 3TO YCJIIOBHE - MOIICHHHUKH IMOJYYald PEKBH3WUTHI JUIS
XHIICHHS TICHS)KHBIX CPEJICTB.

3. Bummnr_(auri. vishing, ot voice phishing) — onun u3 crnoco6os
MOIIIEHHUYECTBA C MCIOJIb30BAHUEM COLMAIBLHON WHXEHEPUHU, KOTOPbIN
3aKJTFOYACTCS B BBIBEACHUU 3JIOYMBIIIJICHHUKOB JKEPTBBI HA IKEIAEMYIO
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MO/IeJIb TIOBEACHUS C IEbI0 3aBlaJcHUs KOHPUICHIIMATbHON HHMOpMAIUN
U1 TOCHEAYIOWIETO XUINECHUS CpeAcTB. Kak mpaBuino, MNpPeCTyNHUKU
MAacCKHPYIOTCSI B MECCEHJIKEpax IMOJ JIOTOTUIIOM y3HABAEMBIX OEIOPYCCKUX
0aHKOB, BBOJAS B 3a0JdyXIEHUE TMOTEHUUATBHBIX KepTB. OT HMEHHU
OAHKOBCKOTO COTPYAHUKA WM TPEJICTABUTENA MPaBOOXPAHUTEIBHBIX
OpPraHoOB  3JIOYMBIIIJIEHHUKA  COOOMIIAIOT JKEPTBE, YTO HEOOXOJIUMO
OCYILIECTBUTh KaKWe-TMOO NEUCTBUSA C OAHKOBCKOM IUIATEKHOW KApTOW, Tak
KaK KTO-TO JIUOO MBITACTCS MOXUTUTh C HEE JECHEXKHbIE CPEACTBA, JIMOO
oopMIISIET KPEIUT, JIMOO MPOU3BOJUT IMOJO3PUTEIBbHYIO OIUIaTy. 3aBJajeB
PEKBU3UTAMHU OAHKOBCKOM TUIATEKHOW KapThl, MPECTYMHUKUA OCYIIECTBIISIOT
XUIICHUE JCHEKHBIX CPEACTB C OaHKOBCKOTO CyeTa MOoTepreBiiero. B
nocyielHee BpeMsi HamOoJiee aKkTyallbHas cXema — MOOYKIEHHE >KEPTBBI
OTKPBITh KPEIUT. 3JOYMBIIUICHHUKH COOOIIAIOT >KEPTBE O TOM, YTO SIKOOBI
KTO-TO TOCTOPOHHUM TBITAETCS OTKPBITh KPEIUT HA €€ UMs, U IS €ro
JICaKTUBAIIUM HEOOXOJMMO CaMOCTOSITEJIbHO OOpaTUThCS B OAHK U OTKPHIThH
KPEAUT, IIEPECIIaB BIOCIEACTBUN PEKBU3UTHI CUETA.

AHaAJIOTMYHO aKTyajlbHa CXE€Ma 3aBJAJCHUSI JICHEKHBIMU CPEIACTBAMHU
nocpenctBoM uHCHeHUpOoBKU JITII mo BuHE ONM3KMX WU POJCTBEHHHUKOB,
KOTJ]a MOXKUJIBIX JIFOJEH BBIHYKJIAIOT MEPEIaTh KPYIHbIE CYMMbI JIEHEKHBIX
CPEICTB [JIsi BO3MEIIEHHUS yiiepOa, MOoJa MPEeaIOrOM OCBOOOXKIEHUS OT
YIOJIOBHOM OTBETCTBEHHOCTHU M T.I., TPU KOTOPOM TAKKE B KAKOW-TO YACTH
ucnons3yrorcs UKT.

4.  BpIMOrareJbCTBO WIM IIaHTaX. B psage  ciaydasx
3JIOYMBIIUICHHUKM ~ MOTYT  YIpoXKaTh  pasrjalieHUueM  Pa3uyHbIX
KOMIIPOMETUPYIOIINX CBEACHUW C LEJIbI0 BbBIMOrarenbcTBa. COUUAIBHBIC
CeTH — 3TO KJaJe3b MNepcoHalbHOW WH(poOpMaiuu o dYenoBeke. [lomydus
HECAaHKIIMOHUPOBAHHBIA JOCTYIl K CTpaHULAM B COLHUAIbHBIX CETSX,
MEPENUCKE DJIECKTPOHHBIX MOYTOBBIX SIMIMKOB M OOJAYHBIM aKKayHTaM |
3aBNaJ€B M300paKEHUSAMHU, HE NpPEeAHA3HAYEHHBIMU IS MyOJIUYHOTO
MIPOCMOTpA, MPECTYIMHUKHA BCTYMAIOT B MIEPENUCKY C MOTEPIICBIIUMU, TPEOYsI
pa3HbIE ICHEXKHbBIC CYMMBI M YIpOXKasi B ClIydae OTKa3a pacpOCTPAHUTh UX B
cetu MHTEepHeT. AHAJOTMYHO «HA YJOYKY» IPECTYIHUKOB IIONAJAIOTCS
JU1a, BCTYHAIOIINE B MEPENUCKY C PA3IMUYHBIMU MOJIb30BATEISIMA HA CaWTe
3HAKOMCTB  (dPOTHYECKOTO W  TNOPHOKOHTEHTa), Korga  OOIIEHHE
npojoKaeTcss B ¢dopmare BHUACOCBS3M M 3JIOYMBINIIEHHUK BBIHYKIAET
(CKepTBY» TIOKa3aTh OOHa)XEHHbIE YacTH Tela, B JajbHeileM Tpelys
MepeBOJa JICHEKHBIX CPEJICTB MOJ aHAJIOTUYHOW yIrpOo30M pacnpoCTpaHCHUS
dbororpaduii WM BUIEO3AMUCH, B TOM YHUCJIE YyKa3bIBas MOTEPIEBIIEMY
KOHTaKThl 3HAKOMBIX U3 COLIMAIBHOM CETH.

5.  CpoOoaHblii gocTyn K O0aHKOBCKOHM kapte. B psme ciydaes
MPUYMHON XUILEHUI ¢ OAHKOBCKUX CUETOB CTAHOBSTCS HE XHUTPbIE CXEMBI



MOIIICHHUKOB, a OaHaJIbHAsl yTepsl KapThl, OCTABJICHUE €€ B JIETKOJAOCTYITHOM
MECTE WM Mepeladya UHBIM JILAM JUJISl OCYLIECTBICHUS PA30BbIX IUIATEKEH.
Pa3HOBUIAHOCTHIO  MOJOOHOTO  JIETKOMBICIHSI  SIBJISIETCS ~ XpaHEHUE
dboTonzo0pakeHni 0AHKOBCKUX KapT WJIW IUIATSKHBIX PEKBU3UTOB B IMAMSITH
MOOWJIBHOTO TeleoHa, B TIOYTOBOM aKKayHTE WM JUCTAHIMOHHOM
oOnayHoM XxpaHuiunie. IIpy HECaHKIIMOHMPOBAHHOM JOCTYyIE K TakoOMy
XpaHWIUILY TPECTYNMHUK TMOJy4aeT OeCHpensiTCTBEHHBI  JOCTyn K
OaHKOBCKOMY CYETy e€ro Biajenbiia. Puck ocrtarbest 0e3 3apaboTaHHBIX
JIEHEKHBIX CPEACTB TaKxke yBenuuusaeT xpaneHue PIN-kona psagoM ¢ kaprou
(HampuMep, 3alMCaHHBIM Ha OyMaKKe B KOIICIbKE WJIM Ha CcaMou
OaHKOBCKOM KapTe).

6. BEC-arakm (koMmpomerauusi J1eJJOBOH  3JIEKTPOHHOI
NMepenucKu) ¢ Hedbl0 XHUINEHHUS JeHEeKHBIX CPeACTB NpeInpusiTHil C
MOJAMEHOI PEKBU3UTOB 0aHKOBCKHMX CYeTOB KOHTPAreHTa.

Cnoco6 coBeplieHUsT paccMaTPUBAEMOI0 BHJIa MOIIEHHUYECTBA
3aKJIIOYAETCS B MOAMEHE PEKBU3UTOB OAHKOBCKHMX CUETOB 3apyOeikHBIX
koHTpareHToB (Ilonpma, Wranus, JlutBa u np.) mpu oruiate 3a MOCTABKY
TOBapoB.

Tak, mocie corjacoBaHHs CYIIECTBEHHBIX YCJIOBHM KOHTPAaKTa
C 3apyOeKHBIM MapTHEPOM, a B OTACIbHBIX CIy4asX W €ro MOAMHCAHHS
Ha DJICKTPOHHYIO TOYTYy OpraHu3auud (IpeanpusiTus) MPeCcTyNHUKAMU
HaIpaBJsieTcss COOOIIEHUE $SKOObI OT MMEHHM COTPYAHHKA HHOCTPAHHOTO
KOHTpareHtra o0 W3MEHEHUM PEKBU3UTOB OaHKa U HEOO0XOJUMOCTH
MEePEYUCIICHHUSI JEHEKHBIX CPEJICTB HA HOBBIM cUET (Hampumep, mo mpuauHam
yIjlaThl 3HAQYUTEIBLHOIO Hajora B paHee oOOCIyXuBarolleM OaHKe,
NPEBBIICHUS JIUIMUTA HA CYETY, MNPOBEJACHUS B OTHOLICHUM HPEANPUSATHUS
roCyJIapCTBEHHOTO AyJIUTA).

IIpu »3TOM aapec HIAEKTPOHHOM MOYTHI MOUICHHUKOB HMEET
3HAYUTEIBHOE CXOJICTBO C PEANbHBIM, YTO YAaCTO OCTAETCS HE3aMEUEHHBIM
(mampumep, Ssales.bianchi@gmail.com Bmecto sales@bianchi.com), a B
OTIIETIbHBIX CIy4asiX sIBASETCS MACHTUYHBIM. OCOOCHHOCTBIO TAKXKE ABIISIETCS
TO, YTO B COJEP>KAHUM NEPBOHAYAIILHO HAIMpPABISAEMbIX MUCEM OTCYTCTBYIOT
KaKue-TM00 BIJIOKEHHMS, THUIEPCCHUIKH, B CBSI3M C YE€M OHU HE BbBI3BIBAIOT
NOJO3PEHHUSI 'y COTPYAHUKOB OpPraHM3aldd M HE  ONpPEAEIsIOTCS
AHTUBUPYCHBIM  MPOTPAaMMHBIM  OOECIIEYEHHEM B  KA4YeCTBE  YIPO3bI
oeszonacHoctu.  Ilocnenyromas  mepenucka — yX e  OCYIIECTBIISIETCS
C KHOepnpecTymHUKaMHU.

Peanuzanuss momo0HOM cXeMbl XMILEHHS BO3MOXXHA C TOMOIUIBIO
MOJIyYeHUS! HECAaHKIIMOHUPOBAHHOTO JIOCTYMA K 3JIEKTPOHHOM MOYTe OJHOMU
U3 CTOPOH CHENKH (TOCPECTBOM JIEUCTBUS BPEJOHOCHOW MPOrPaMMBI,
¢ummnra, noabopa mapons). I[lomyduB AOCTYynm K 3JIEKTPOHHOW MOYTE




CyOBeKTa XO3SHUCTBOBAaHMS, MPECTYMHUKH pacmojiaraioT WHOpMAIen o
mpeaMeTe, YCIOBHSAX JOTOBOpa M MOTYT BECTH NEPENHCKY, HE BBI3BIBAs
noao3penus. IlosTtomMmy B ciaydae HEOOXOIMMOCTH HWMHU HANPABISIOTCS
JOTIOJIHUTEIILHOE ~ COTVIAllleHWe, WHBOMC, OJHAKO C  HU3MEHEHHBIMU
peKkBU3UTaMM  OAHKOBCKOIO  cuye€Ta W KOHTAaKTHBIMH  JIaHHBIMHU
npeacTaBuTeNe GUpMbl MyTeM WX HaJOKEHHS Ha TIOATOTOBIICHHBIC paHEE U
COXpaHEHHBIE B COOOIIEHUSAX TOKyMEHTHI. [Ipum 3TOM mmchbMa peasbHOTO
KOHTpareHTa BCJEACTBHEC W3MEHCHHS HACTPOCK JJIEKTPOHHOW TMOYTHI
aBTOMATHYECKH TIOMEYAIOTCS KaK MPOYUTAHHBIC W TEpPEeapecOBBIBAIOTCS B
nanky «Crnam» nnu «Kop3uHay.

YtoObl HE CcTaTh JKEPTBOM KHOEPIPECTYMHUKOB HEOOXOIUMO
NPUACPKUBATHCS CIEAYIOMNUX TPaBUI:

- HUKOT/Ia, HUKOMY M HHM TIPH KaKMX OOCTOSITENHCTBAX HE COOOIIATH
PEKBU3UTHI CBOMX OAHKOBCKHMX CUETOB W OAHKOBCKHX KapT, B TOM YHCIIC
JUIaM, TIPEICTAaBUBIITUMCS COTPYAHUKAMH OaHKa WM TIPaBOOXPaHUTEIHHBIX
OpraHoB;

- HE clie[lyeT cooOI1aTh B Tele(OHHBIX pa3roBOpax U MNpU OOIICHUH B
COIICETSIX TIOJIHBIH HOMEp KapTouku, cpok ee paeictBus, kog CVC/CVV
(HaxopsmIMecss Ha OOpaTHOW CTOPOHE KapThl), JIOTHH U TMAPOJIb K HHTEPHET-
OaHKHWHTY, TIACIIOPTHBIC JIaHHBIC, KOJ0BOE CJIOBO (IudpoBoi koa) n3 SMS-
COOOIIECHUI;

- B Clly4ae TIOCTYIUICHHUS 3BOHKA «OT COTPYJIHUKA OaHKa» HEOOXOAMMO
YTOYHUTH €ro pamMminio, HoMep TejaedoHa, Mocjiae Yero 3aBeplIuTh Pa3roBoOp
¥ CaMHUM TI03BOHUTH B OaHK WJIM B KPYTJIOCYTOUHYIO CITyKOy cepBHca, HOMEp
KOTOpOW HalucaH Ha OOOPOTHOW CTOPOHE IJIATEKHOW KapThl, COOOUIUTH O
ciayuyuBiieMmcsa. Ckopee BCero, HUKaKUX HECAHKIIMOHHPOBAHHBIX OMeparui
He OBLIO, M HUKTO M3 0aHKa HE 3BOHMII;

- B TOM clTy4dae, €clid ¢ UCIoJIb30BaHWeM Baiiero cuera u mpaBaa KTo-
TO OyJeT MBITaThCS COBEPIIUTH HECAHKIIMOHMPOBAHHBIC OIEpaIlud W OaHK
9TO 3aMETHUT, TO €ro COTPYJHHUKH CIIEpBa HWHHIIMATUBHO 3a0JIOKUPYIOT
OAHKOBCKYIO IUIATSXKHYIO KapTy, 3aTeM cooOIar Bam mpuunHy HpHHSITOTO
perieHus (HUIero He YTOYHSS) U MPUTIIACAT IMTOCETUTh OaHK C IMacIIOPTOM IS
MOJIydeHUS HAJIMYHBIX JIEHEKHBIX CPEACTB WM HAIMCAHWs 3asBICHUS Ha
MIEPEBBIMYCK KaPTHI;

- HM B KOEM CiIy4ae HE€ MPEAOCTABISITH ITOCTYN K MOOMIHBHOMY
YCTPOWCTBY TIOCTOPOHHUM JullaM. Hukoraa He ycTaHaBIMBaTh MO MPOCchOaM
HE3HAKOMBIX JIMI] MTPOTPaMMBI YIAJICHHOTO JIOCTYyIa, TaKhe, HalpuMmep, Kak
«AnyDesk», «TeamViewer» u np. He cooOmars HE3HAKOMBIM JIUIIAM
CCaHCOBBIC KOIbI. Uepe3 3TH NPWIOKEHUS MOIICHHHKH MOTYT TOJYYUTh
JOCTYIl K MOOWJIBHOMY MNPUIIOKEHUI0O HWHTEpHET OaHKMHTa Ha Baiem
YCTPOWCTBE M COBEPIIUTHh XWINEHHWE IEHEKHBIX cpenctB. Cremayer 3HATH:



COTPYJIHUKMA OAaHKOB HHUKOIJAa HE HCIOJB3YIOT JJisi CBA3UM C KIUEHTaMU
Meccenkepsl («Vibery, «Telegramy, « WhatsApp»);

- B HACTOsIIee BpEeMs TMPOCTO HEOOXOJUMO HaJIUYUe BTOPOU
0aHKOBCKOM IUIATE)KHOMW KapThl, HE MPUBI3aHHON K OCHOBHOMY OaHKOBCKOMY
cuery (Hampumep, 3apIuiaTHOMY). DTOM KapTOW CleAyeT pacCUUTHIBATHCA B
cetu MHTEpHET, 3apaHee MOMOJIHSL €€ Ha HeoOXOoauMyr cymMmy. B Takom
ciyyae Bbl cMoxere 00e€30MacuTh CBOM OCHOBHOM OaHKOBCKHMM CUeT.
Muorue OaHKM mOpemsiaraloT CBOMM  KJIHMEHTaM  YCIyry  BBITyCKa
«BUPTyaJbHON KapTbl». Ilpomecc ee OTKpbITUS HE TpedyeT MNOCEIICHUs
KJIMEHTOM OaHKa M MPEJACTaBIseT COOOM JOCTATOYHO OBICTPHIA mporecc. B
utore Bol cTaneTe o0namareneM 3IEKTPOHHOTO aHAIora 0AHKOBCKOW KapThl,
IIOCPEJICTBOM KOTOPOM CMOJYKETE PACCUUTBIBATBCA 34 YCIYIM B CETHU
HNuTepHer 0e3 pHCKa CKOMIIPOMETHUPOBATH OCHOBHOM OaHKOBCKUU CUET.
[IpocTo mepesn omiatoi clieyeT MOINOJHUTh €€ HEOOXOIUMOW CYMMOM C
OCHOBHOM KapThl;

- KaXJbIM Biiajiesiel] 0AHKOBCKUX IUIATEKHBIX KapT MOXKET HACTPOUTh
COOCTBEHHBIM alTOpPUTM OE30MACHOCTH MNPH HMX HUCHOJb30BaHUM. JJis
o0OecrieueHrss COXPaHHOCTH JICHEXKHBIX CPEACTB, pPa3MEIIEHHbIX Ha
OAHKOBCKUX CYETaX, KaXKIbIH Jep)KaTellb KapTOUKH IMOCPEICTBOM CHCTEM
JUCTAHIIMOHHOTO  OAaHKOBCKOTO  OOCTY>KMBaHUSI  MOXET  YCTaHOBUTH
WHIUBUIyaIbHBIE OTpaHuueHus (MuUMuUThI/3anpeTsl). Cpeaum OCHOBHBIX —
clenyrolme: noAkiaoueHue  TexHojorun  3D-Secure  (oOsi3arenbHOE
MOJTBEPKIACHUE ONEpallhii, COBEPIIAEMBIX JCPKATEISIMA KapTOUEK C
NPUMEHEHUEM HX PEKBU3UTOB B ceTu WHTEpHET); yCTaHOBIEHUE OaHKOM-
SMHUTEHTOM  OrpPaHUYEHUE HA TMPOBEIACHHE  PACXOJHBIX  OMNEpalun
(MakcuMasnbHas CyMMa M KOJIMYECTBO ONEpaldii B ONPENEICHHBIA MEPHO
BPEMEHH); BO3MOKHOCTh CAMOCTOATENIbHO YCTAHABIMBATH OTPAHUYCHUS (HA
IPOBEACHUE oOmepauui B ceTu MHTEpHET, Ha COBEpPIICHUE OIepanud B
KOHKPETHOM CTpaHe, Ha COBEPIIEHUE OT/CIbHBIX BU0B ONEepaInii);

- sl JocTynma K CHCTeMaM  JIMCTaHIIMOHHOTO  OaHKOBCKOTO
oocnyxuBanus (CABO) u nUYHBIM akKayHTaM HEOOXOJIWMO HCMOJIb30BATh
CIIOHBIE  TApOJIM,  MCKJIIOYAIOIIUEe  BO3MOXHOCTh  MX  Hoj0opa.
PexoMmeHnyeTcst coCcTaBisITh KOMOMHAIIMK Tapojied HEe MeHee 4eM u3 12
3HaKOB (U(pbI, OYKBBI U CUMBOJIBI B pa3HOM peructpe). Crneayer co3gaBath
YHUKAJIBHBIE TMApOJIA U1l  KaXJOro cepBuca B OTAECHbHOCTH. (CTOUT
BO3JEPKATBCA OT TMApPOJIEH, COCTABICHHBIX W3 JaT pOXKICHUSA, HWMCEH,
bamMmuii — TO €CTh TeX, KOTOPhIC JIETKO BBIUMCIUTH M3 OOIIETOCTYITHBIX
HMCTOYHUKOB MH(OpMaruu (HarmpuMep, TeX K€ ColuaibHbIX ceTeit). Takke
CJIEAYET PEryJsipHO MEHATH MapoJik, YeM yaile — TeMm jaydiie. [lonp3yitech
TOJBKO IMPOBEPEHHBIM MEHEKEPOM MAPOJIEH;



- TIpU TOCTYIUICHMH B COIMAJIBHBIX CETAX COOOIICHW OT JIWII,
COCTOAIINX B KATETOPHH «IPY3bs», C MPOCKOAMHU O TMPEaOCTaBICHUU
PEKBU3UTOB OAHKOBCKUX IUIATEKHBIX KapTOUEK — HE CJEAyeT cpa3y ke
OTBeYaTh Ha MOJ00HBIE cooOIIeHUsA. Hepenko Takue nmpochObl pacChbUIarOTCS
OT UMEHHU Jpy3ed MPEeCTyMHUKAMH, B3JIOMABIIMMH aKKayHT B COLMAIbHOU
CeTH W TOJYYUBIIUMHU AOCTYI K KOH(MUISHIHATBLHON mepenucke. [loaTtomy
CHayajga HEeOOXOJMMO CBSA3AThCS C ATUM YEJIIOBEKOM (IO TesiepoHy, JIMUYHO
BCTPETUTHCA) U YTOUHUTD, JCHCTBUTEIHLHO JIM OH HYK/1a€TCS B TIOMOIITH;

- U1 TOTO, YTOOBI HE CTaTh KEPTBOW MOIICHHHKA, TO3BOHUBIIIETO TIO
Tene(OoHy U COOONIIMBIIETO O MOoMaAaHuu B Oe1y POJCTBEHHHKA, HEOOXOMMO
HEMEJJICHHO TMPEKpaTUTh TelehOHHBIM pa3roBop. OTHUM MPECTYIMHHUK
JUIIATCS BO3MOKHOCTH HCIIOIB30BaTh CBOM TICHUXOJOTHUYECKUE MTPUEMBI IS
Bo3nelicTBus. [locie aToro cimeayer Mepe3BOHUTH OJM3KOMY YEJIOBEKY U
JUYHO YTOYHHUTH Yy HETO, YTO MPOM30IUI0. Ecii 3BOHUBIINK yBEpseT, 4TO
POJICTBEHHUK HAXOJUTCA B MWIHIIMH WM C €ro y4acTHEeM TPOBOJISATCS
CJICICTBCHHBIC JCHCTBUS, HEOOXOAMMO IIO3BOHHTH B JCKYPHYIO YacTh
OpraHa BHYTPEHHHUX JieJl uiu 1o HoMmepy 102, u BBIACHUTH IPaBIUBOCTbH €r0
CJIOB;

- B IEIIX 3alllUThl YCTPOHUCTB HEOOXOJUMO HCIOJIB30BaTh
JUIEH3UOHHOE  MpOrpaMMHOE  OO€CleueHue, peryasipHo  OOHOBISTH
nmporpaMMHOe oOeclieueHHe W ONEPAIMOHHYI0 CHCTEM. Y CTaHOBUTH
AaHTUBHUPYCHYIO TpOrpaMMy CJEAyeT He TOJbKO Ha TIEPCOHAIBHBIN
KOMIIBIOTEP, HO U Ha cMapTdOH, TJIAHIIET U PETYJISIPHO OOHOBIISTH €€.



